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Data Center Fire Drill 



Focusing On Fire Protection Can Preserve 
Both Data & Peace Of Mind 



by Christian Perry 

Regardless of their company's size, 
most data center managers face a monumen- 
tal task when it comes to adequately elimi- 
nating fire hazards from their data centers. 
Unless the data center was recently con- 
structed and includes best-of-breed fire pro- 
tection from wall to wall, the space is virtu- 
ally guaranteed to have at least one fire fault. 

Such faults could trigger an event that 
wipes both equipment and data from exis- 
tence, and the risk isn't limited to huge data 
centers packed with equipment. "We are 
seeing downsizing of data centers along 
with an increase in the number of business- 
es with small server rooms," says Bob 
Langer, vice president of Amerex's Sys- 
tems Division (www.amerex-fire.com). 
"The importance of the equipment and data 
stored in these smaller rooms is the same as 
for large data centers, and the level of pro- 
tection should not be sacrificed." 

Seek The Standards 

Determining how best to protect a data 
center from the threat of fire can prove 
challenging to managers who might be well 
aware of all the equipment that resides in 
the center but can't quite grasp where to 
begin to address fire protection. But Langer 
says that a good starting point is NFPA 75, 
or the Standard for the Protection of Infor- 
mation Technology Equipment, which 




addresses minimum fire protection for data 
centers, including both passive and active 
fire protection. 

According to Langer, the room should 
have appropriately fire-rated walls and 



slab-to-slab construction. Data center man- 
agers should try to minimize combustible 
materials, such as furniture, data storage 
media, and paper, and they should seal 
Go to Page 11 



A New 

Storage Paradigm 

Backup Lifecycle Management 
Brings A New Layer To Storage 



by Mark Brownstein 

Storing data is easy. Write it to disk; 
write it to tape. In the old days, people may 
have simply written to paper. The use of 
paper for data storage obliterated forests, pro- 



duced mountains of documents, and created 
a real pain to manage. Storing data on tape 
or disk changed the paradigm somewhat — 
data was written to these new media. The 
amounts of data being stored, and the vast 
number of hard drives to store it and tape 



Unlike data that is intended 
to be stored long-term and retrieved 
if needed, backup is just what its name 
says it is— backup. 



drives to back it up, became a huge problem 
and created a monstrous pain to manage. 

Hierarchical Storage Management, aka 
HSM, has been around since the early '80s 
or before. HSM was replaced by a some- 
what similar concept: ILM (Information 
Lifecycle Management), which was de- 
scribed by StorageTek (now part of Sun 
Microsystems; www.sun.com) in the late 
'90s. It related to storing the most valuable 
data locally and defining protocols for stor- 
ing or deleting it as it aged. 

Backup Data Is Not Archival Data 

Backup is not quite the same as archival 
storage. Unlike data that is intended to be 
stored long-term and retrieved if needed, 
backup is just what its name says it is — 
backup. Backup data exists to enable an 
enterprise, business, or even individual 
computer user to restore lost files when 
data is destroyed or lost. Its inherent func- 
tion is not for archiving of data; it's for 
restoring files that have been lost or are 
otherwise not retrievable. 

As with standard data, which begins to age 
almost as soon as it's created, the same is 
true of backup data. It may be even more 
Go to Page 11 
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Risks Found In Data Center Facilities 

A data center's architecture, operations, and fire 
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To make more intelligent use of backup 
resources, a concept called backup lifecycle 
management, or BLM, has been developed. 
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tal monitor from Avtech. ■ Centennial Software 

released the DeviceWall Content-Aware Edition, 
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transfer of files to or from unauthorized portable 
devices. ■ Citrix Systems unveiled the Citrix 
XenServer for server virtualization and the Citrix 
XenDesktop for managing server virtualization. 

■ Dell launched its Unified Communications plat- 
form of software and services to help organiza- 
tions manage their communications options. ■ 
FalconStor released two new VirtualTape Library 
products, the FalconStor VTL Storage Appliance 
and the FalconStor VTL Virtual Appliance. ■ NetlQ 
announced Aegis, which provides management 
and automation tools for many IT functions. ■ 
Plasmon announced Archive File Manager, which 
it says pulls static data off NAS- and SAN-based 
storage and moves or copies it to Plasmon's UDO 
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■ Spectra Logic expanded its T-series tape library 
with the new midrange Spectra T200, T380, and 
T680. ■ Tripp Lite introduced the B020-008-17-IP, 
its newest 8-Port NetDirector Console KVM Switch 
with onboard IP remote access. 
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Physical Infrastructure 



Pay Attention To Your IT 
Data Center's Environment 

AVTECH's Room Alert Lineup Provides The Right Mix Of Features 
To Meet Any Organization's Data Center Needs 



Environmental conditions in today's 
dense IT data centers are a major concern 
facing managers who already have too 
many responsibilities. Power outages, air 
conditioning failures, or blocked ventila- 
tion can cause temperatures to rise to 85 
degrees or higher in minutes. Room tem- 
peratures above 85 degrees will damage 
equipment and put data at risk. 

I AVTECH Software's Room Alert lineup 
of advanced computer room environmental 
monitors watch your data center in real 
time, alerting you to problems and taking 
automatic corrective action. 

I Wherever environmental monitoring is 
important. Room Alert acts like a silent 
watchman to alert the right people at the 
right time and by the right method when 
environment changes occur. 

I Temperature, Humidity & IVIore 

The Room Alert lineup comes in four 
models (see chart for comparison): the 7E, 
1 IE, 24E, and 26W. All are designed specif- 
ically to assist with monitoring computer 
room temperature, humidity, power, flood- 
ing, and much more in multiple locations. 



Room Alert can monitor rooms ranging 
from small, unmanned phone or wiring clos- 
ets to large, corporate data centers; Room 
Alert is affordable yet expandable and pow- 
erful enough to monitor extremely large or 
even multiroom data center environments. 

The Room Alert provides an easy-to-use 
solution that does not require a host PC to 
operate. Hardware installation is quick and 
easy: Plug Room Alert into your network 
via Ethernet and place the wireless or other 
external sensors in the desired locations, 
allowing for nearly immediate IT environ- 
ment monitoring from virtually anywhere. 

You can set up Room Alert via the built- 
in Web server interface in minutes. Within 
the Room Alert Web server interface, you 
can change configuration settings, set up 
alert thresholds, and calibrate sensors. 
Firmware updates are easily completed 
with the click of a button, ensuring that 
your Room Alert ID Box is running with 
all the latest features and enhancements. 

Real-Time Insight 

The real-time insight available via Room 
Alert is invaluable for knowing when and 



where important or critical environment 
changes or extremes occur. Room Alert 
allows temperature, humidity, and sensor 
status logging, advanced alerting, Fahrenheit 
or Celsius, temperature and humidity values 
in alerts, high and low watermarks, wireless 
sensor monitoring, and more. 

Sensors can be easily added to any avail- 
able set of switch sensor contacts on the 
Room Alert ID box. With all Room Alert 
models, you can purchase additional sensors 
to monitor temperature, humidity, power, 
flood, smoke, motion, sound, air flow, room 
entry, panic buttons, and more. 

With the Room Alert 26W, AVTECH's 
newest addition to the Room Alert family, 
you can add WiSH (Wireless Sensor Hub) 
sensors. These battery-powered sensors 
communicate via a secure, private protocol 
that is ZigBee compatible, letting you moni- 
tor large numbers of sensors indoors and out 
up to 250 feet away, so you can monitor vir- 
tually anywhere, including inside a rack 
cabinet, air vent, subfloor, or other location. 

With the Room Alert, you'll: 
• Save your organization valuable time 

and money by eliminating the expense of 



November 2, 2007 



running cables, preventing disasters, 
reducing downtime, streamlining IT 
recovery, and protecting your data center. 

• Allow staff to be more responsive, tak- 
ing action to save data and equipment 
before environment changes can cause 
problems or disasters. 

• Create a more lights-out IT environ- 
ment, without the need for onsite staff to 
monitor temperature, humidity, and 
other environment changes in person. 

Real-Time Readings 

The power behind the Room Alert prod- 
uct is the Room Alert's built-in Web 
server or the bundled PageR Enterprise 
software. PageR lets you monitor real- 
time temperature and humidity, high and 
low watermarks, wireless sensor status, 
environment sensor status, current alarm 
status, and much more on Room Alert 
boxes and other devices network- wide. 

PageR Enterprise watches anything across 
your network to notify remote IT staff when 
important events occur. When events occur 
or thresholds are passed, PageR automatical- 
ly sends out event status information 
through a modem or network connection to 
a mobile phone, pager, PDA, email, IM, log 
file, Web page, console station, audio alert, 
or other means. Alert notifications commu- 
nicate current event status, and PageR can 
start applications or run VB and JScript 
scripts or commands as a response to an 
object going in or out of an alarm state. 

• Know immediately when important or 
critical server and network events occur 
that could lead to expensive downtime 
or lost worker productivity. 

• Monitor across an unlimited number of 
server and OS types, across the depart- 
ment or an organization's worldwide 
network. Watch anything network- wide. 

• Monitoring of events can be scheduled 
down to any one minute a month with 
dependencies established to control what 
alerts are sent, when, and in what order. 
This alert filtering prioritizes alerts to 
reduce "alert flooding" during a crisis. 

• View monitoring status in real time via 
PageR' s built-in Web browser interface 
from anywhere. 

• Run PageR as a service to ensure an 
always-on monitoring solution with 
automatic restart on reboot. 

• Easily integrate environment products 
like TemPageR or Room Alert to moni- 
tor physical data center conditions like 
temperature, humidity, power, flood, 
smoke, and more. 

• Enjoy easy, immediate contact with IT 
staff by using PageR' s interactive or 
manual paging and notification utility. 
Contact information is protected and 
interactive use is logged for security. 

With PageR, you can save time and 
money while making your department more 
responsive to IT events and threats. PageR 
delivers knowledge and power to your staff 
and managers, giving them the advantage of 
time and information. 



AVTECH Software Room Alert & 
PageR Enterprise 



Room Alert is a lineup of advanced computer room 
environment monitors that monitor your data center 
in real time, alerting you to problems and taking 
automatic corrective action; PageR Enterprise soft- 
ware watches anything across your network to 
immediately notify remote IT staff and managers 
when important events occur 

(888) 220-6700 

www.avtech.com 




AVTECH 

Software 



How The Room Alert Models Compare 




Room Alert 26W 



• $1,195 (1U 19-inch rack nnodel) 

• Built-in digital tennperature sensor 

• Built-in digital hunnidity sensor 

• Built-in nnain power sensor 

• Built-in flood sensor (just add 
cable) 

• One external digital tennperature 
sensor 

• One external roonn entry sensor 

• Six external digital sensor ports 

• 1 6 sets of switch sensor contacts 
for connection of additional exter- 
nal environnnent sensors 

• Built-in UPS 

• One WiSH (Wireless Sensor Hub 

• PageR 20 Object Enterprise soft- 
ware license 

• Power adapter, 1 0-foot Ethernet 
cable, printed and PDF docunnen- 
tation, CD nnedia and Getting 
Started nnaterials 

• 1 2 nnonths of toll-free technical 
support, software updates, nnainte- 
nance, and hardware guarantee 

Additional options include: 

• External digital sensors for tenn- 
perature/hunnidity, tennperature, 
and power 

• External switch sensors for tenn- 
perature, hunnidity, power, flood, 
snnoke, nnotion, sound, light, air 
flow, roonn entry, and nnore 

• PageR Enterprise software 
license upgrades 

• International plug adapter 



Room Alert 24E 



• $895 (1 U 19-inch rack nnodel) 

• Built-in digital tennperature sensor 

• Built-in digital hunnidity sensor 

• One external nnain power sensor 

• One external digital tennperature 
sensor 

• One external roonn entry sensor 

• Six external digital sensor ports 

• 1 6 sets of switch sensor contacts 
for connection of additional exter- 
nal environnnent sensors 

• PageR 20 Object Enterprise soft- 
ware license 

• Power adapter, 10-foot Ethernet 
cable, printed and PDF docunnen- 
tation, CD nnedia and Getting 
Started nnaterials 

• 1 2 nnonths of toll-free technical 
support, software updates, nnainte- 
nance, and hardware guarantee 

Additional options include: 

• External digital sensors for tenn- 
perature/hunnidity, tennperature, 
and power 

• External switch sensors for power, 
flood, snnoke, nnotion, air flow, 
roonn entry, and nnore 

• PageR Enterprise software 
license upgrades 

• International plug adapter 



Room Alert 11 E 



• $495 (standard nnodel)/$545 
(rack nnodel) 

• One external digital tennpera- 
ture/hunnidity sensor 

• One external digital tennperature 
sensor 

• One external power sensor 

• Eight sets of switch sensor con- 
tacts for connection of additional 
external environnnent sensors 

• PageR 10 Object Enterprise 
software license 

• Power adapter, 10-foot Ethernet 
cable, printed and PDF docu- 
nnentation, CD nnedia and 
Getting Started nnaterials 

• 1 2 nnonths of toll-free technical 
support, software updates, 
nnaintenance, and hardware 
guarantee 

Additional options include: 

• External digital sensors for tenn- 
perature/hunnidity or tennpera- 
ture 

• External switch sensors for tenn- 
perature, hunnidity, power, 
flood, snnoke, air flow, roonn 
entry, and nnore 

• PageR Enterprise software 
license upgrades 

• International plug adapter 



Room Alert 7E 



• $395 (standard nnodel)/$445 
(rack nnodel) 

• One internal digital tennperature 
sensor 

• One external digital tennpera- 
ture sensor 

• One external power sensor 
(loss of nnain or UPS power) 

• Three sets of switch sensor 
contacts for connection of addi- 
tional external environnnent 
sensors 

• PageR 1 Object Enterprise 
software license 

• Power adapter, 1 0-foot 
Ethernet cable, printed and 
PDF docunnentation, CD nnedia 
and Getting Started nnaterials 

• 1 2 nnonths of toll-free technical 
support, software updates, 
nnaintenance, and hardware 
guarantee 

Additional options include: 

• External digital sensors for tenn- 
perature 

• External switch sensors for 
tennperature, hunnidity, power, 
flood, snnoke, air flow, roonn 
entry, and nnore 

• PageR Enterprise software 
license upgrades 

• International plug adapter 
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Marketplace 



NEWS 




I I Microsoft In Compliance With EU 

^ After years of back and forth 
between Microsoft and regulators in 

Europe, the European Commission says 
Microsoft is now in comphance with a 2004 
antitrust ruling. "I welcome that Microsoft 
has finally undertaken concrete steps to 
ensure full compliance," says European 
Competition Commissioner Neelie Kroes. 
Microsoft has agreed to drop any further 
appeals of the ruling and will make three 
changes: open- source software developers 
will have access to and use of Microsoft 
interoperability information; the one-time 
fee to access the information will be about 
$14,000; and the royalty rate will be low- 
ered for third parties that use Microsoft- 
licensed technology in their products. 

I Cisco Buys InToWiMAX 

In a deal worth $330 miUion and slated to 
close in Cisco's fiscal Q2, Cisco will pur- 
chase Navini Networks, a startup that manu- 
factures mobile WiMAX equipment. A 
Cisco spokesperson says the company 
intends to use Navini 's technology to deliver 
wireless broadband in emerging countries, 
such as China and India. Navini is among the 
first to use "smart beamforming" technology, 
which involves delivering the power neces- 
sary to transmit through glass and walls 
while still delivering broadband data rates. 
The company also uses multiple-input, multi- 
ple-output antennas. The combined technolo- 
gies increase the range of WiMAX radios 
and speed up data transmission, thus reduc- 
ing deployment and operational expenses. 

I States Ask For Microsoft 
Antitrust Extension 

Attorneys general from 10 states and the 
District of Columbia have filed a petition 
with U.S. District Court Judge Colleen 
KoUar-Kotelly asking her to extend the court 
oversight of Microsoft until 2012. The over- 
sight was part of a 2002 antitrust settlement 
agreement reached by Microsoft, 20 states, 
and the U.S. Department of Justice; parts of 
the consent decree are set to expire Nov. 12. 
The District of Columbia and the 10 states 
involved in this new petition — California, 
Connecticut, Florida, Iowa, Kansas, Loui- 
siana, Maryland, Massachusetts, Minnesota, 
and New York — claim that, among other 
things, Microsoft could potentially use 



Internet Explorer to block Web 2.0 rivals. 
Representatives from other states involved in 
the settlement either took no position or have 
told Judge Kollar-Kotelly they would 
not object to extending the decree. The 
Department Of Justice says it won't seek an 
extension of the consent decree. 

I AMD Shipments Reach Record 

Advanced Micro Devices, the second- 
largest maker of processors, reported ship- 
ments of its microprocessors reached a new 
record in the third quarter, and the company 
thought it gained a bigger share of the mar- 
ket. Financially, quarterly revenue exceeded 
analyst expectations of about $1.52 billion, 
increasing 23% to $1.63 billion. AMD saw a 
net loss in the quarter of $396 million, or 71 
cents per share; last year's third quarter saw a 
net gain of $136 million, or 27 cents a share. 
The chipmaker said it expects the fourth 
quarter will have stronger revenue numbers 
as it corresponds to the holiday season. 

I Dell To Sell In Staples 

Beginning Nov. 11, Dell will sell some 
computer models and other electronics 
equipment in Staples stores. About 1,400 
of Staples' 1,900 stores will carry Dell 
Inspiron 1721 and 1521 notebooks and 
Inspiron 530 desktops, as well as monitors, 
printers, and printer supplies. The offerings 
in Staples continue Dell's move away from 
its typical direct- to-consumer model; Dell 
also sells its systems in some Wal-Mart 
stores in the United States and other retail 
stores in Japan, Britain, and China. Dell 
will now have a retail presence in about 
10,000 stores throughout the world. 

I Study: Most Web Sites Vulnerable 
To Infection, Hijack 

According to a study WhiteHat Security 
conducted, most Web sites are vulnerable to 
infection or hijack attacks. Of the sites it test- 
ed, WhiteHat concluded that up to 90% of 
them have flaws that leave them vulnerable 
to some kind of hacking attacks. The biggest 
threat comes from XSS (cross-site scripting) 
hacks, which consist of cyber criminals plac- 
ing malicious code on Web sites to try to get 
users to divulge passwords or personal infor- 
mation. WhiteHat says 75% of the Web 
pages it examined contained vulnerabilities 
to such attacks. In addition, several other 
powerful exploits are on the rise, including 
HTTP Response Splitting and SQL Injection. 

I Microsoft Partners Benefit 
From "Ecosystem" 

According to IDC, a recent study it con- 
ducted for Microsoft shows how much 
Microsoft's technology partners benefit 



WATCH THE 

This information provides a quick glimpse of current and historical stock 
j^^^^^ J^l^ prices and trends for 16 major companies in the technology market. 



Company 


Symbol 


Year Ago 


Oct. 17$ 


Oct. 24 $ 


% change from 
previous week 


Avaya 


AV 


$12.68 


$17.35 


$17.45 


▲ 0.58% 


BEA Systems 


BEAS 


$16.34 


$18.35 


$17.55 


T 4.36% 


Computer Associates 


CA 


$24.74 


$26.10 


$25.58 


T 1 .99% 


Cisco Systems 


CSCO 


$23.90 


$32.46 


$31.26 


T 3.7% 


Dell 


DELL 


$23.37 


$28.62 


$28.49 


T 0.45% 


Electronic Data Systems 


EDS 


$25.13 


$22.66 


$21.31 


T 5.96% 


Google 


GOOG 


$476.57 


$633.48 


$675.82 


▲ 6.68% 


HP 


HPQ 


$38.92 


$52.54 


$51.60 


T 1 .79% 


IBM 


IBM 


$91.50 


$115.78 


$112.95 


T 2.44% 


Intel 


INTC 


$21.26 


$26.72 


$26.01 


T 2.66% 


McAfee 


MFE 


$29.05 


$38.65 


$39.33 


▲ 1 .76% 


Microsoft 


MSFT 


$28.53 


$31 .08 


$31 .25 


▲ 0.55% 


Oracle 


ORCL 


$18.52 


$21.49 


$21.18 


T 1 .44% 


Red Hat Software 


RHT 


$16.51 


$20.86 


$20.99 


▲ 0.62% 


Sun Microsystems 


JAVA 


$5.55 


$5.99 


$5.82 


T 2.84% 


Symantec 


SYMC 


$19.66 


$20.58 


$21.02 


A 2.14% 



NOTE: This information is meant for reference only and sfiould not be used as a basis for buy/sell decisions. 



from their relationships with the software 
vendor, caUing it the Microsoft "ecosystem." 
The study estimated that 42% of all IT 
industry workers worldwide are employed 
by this ecosystem, which includes more than 
640,000 hardware, software, services, and 
distribution companies. IDC estimates that 
these partners will earn about $425 billion in 
revenues and invest $100 billion in local 
economies. In addition, for every dollar that 
Microsoft earns this year, IDC estimates that 
these partners will earn $7.79. 

I Seagate Revenue Increases 
On Improved Drive Sales 

An increase in hard drive sales during 
the first quarter of Seagate Technology's 
2008 fiscal year led to a total revenue of 
$3.3 billion, an 18% increase compared to 
the same quarter a year ago. The increase 
also marks a 57% increase over two years 
ago. Nearly 47 million hard drives were 
shipped by Seagate during the quarter, for a 
21% increase over hard drives shipped dur- 
ing the same quarter last year. The compa- 
ny reported an income of $355 million, or 
67 cents per share, compared to $19 mil- 
lion, or 3 cents per share, a year ago. 

I Gartner Offers Security Threat Advice 

According to Gartner, nearly 90% of 
the threats IT managers face today can be 
handled without any further investment in 
security from the enterprise. According to 
Gartner, companies should instead look at 
redirecting funds from protection against 
mass attacks to protection against newer 
attacks that have a more narrow focus. 
Companies can also save money by exam- 
ining their chosen security vendor and 
comparing services and prices among other 
vendors. Gartner has also found that spend- 
ing more money on security does not nec- 
essarily mean better security. 

I Google Reports Quarterly Profit 

Surpassing Wall Street expectations, 
Google posted a profit up 46% for its third 
quarter, with net income totaling $1.07 bil- 
lion, or $3.38 per share, up from $733.3 
million, or $2.36 per share, for the same 
quarter a year ago. Wall Street analysts had 
forecast a per-share profit of $3.22 for the 
quarter. Likewise, Google's Q3 revenue 
also topped the average of analysts' predic- 
tions of growth of 54% and revenue total- 
ing $4.13 billion. Google's actual revenue 
for the quarter grew 57% to total $4.23 bil- 
lion. Analysts are predicting slower rev- 
enue growth of 47% in the fourth quarter. 

I iPhone Boosts AT&T Profits 

AT&T's NET INCOME was up 41% during 
the third quarter to $3.1 billion, or 50 cents 
a share, compared to a year-ago figure of 
$2.2 billion. Revenue increased to $30.1 
billion from $15.6 billion during last year's 
third quarter. Much of the increase can be 
attributed to sales of the Apple iPhone, for 
which AT&T is the sole service supplier. 
AT&T added about 2 million total new 
wireless subscribers during the quarter and 
now has about 65.7 million subscribers. 

I Survey Shows Some Salaries On Rise 

According to the 2007 CMP Channel 
Salary Survey, salaries for solution providers 
are on the rise. The increase has been across 
the board for all positions tracked during the 
past two years. Compound annual growth 
rates calculated from 2005 to 2007 were 
14.8% for executive/corporate managers, 
13.7% for tech managers, 16.2% for tech 
staff, and 15% for sales staff. The average 
executive or corporate manager had a salary 
of $162,204 in this year compared to an 
average of $123,010 in 2005, and average 
sales staff salaries were $104,526 this year 
compared to $79,080 in 2005. 
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- NOVEMBER - 

ITEC Kansas City 
November 7-8 
Overland Park, Kan. 
www.goitec.com 



ITEC Philadelphia 
November 14-15 
Valley Forge, Pa. 
www.goitec.com 



Gartner Annual Data Center Conference 
November 27-30 
Las Vegas, Nev. 
www.gartner.com/it/page.jsp7id 
=502390&tab=overview 



ITEC Portland 
November 28-29 

Portland, Ore. 
www.goitec.com 

- DECEMBER - 

Gartner CIO Summit 

December 2-4 
Amelia Island, Fla. 
www.gartner.com/it/page.jsp7id 
=503856&tab=overview 



ITEC Atlanta 
December 5-6 
Atlanta, Ga. 
www.goitec.com 



ITC East 
December 5-6 
Harrisburg, Pa. 
www.govresources.com 

- JANUARY - 

Storage Visions 2008 Conference 
January 5-6 
Las Vegas, Nev. 
www.storagevisions.com 

Florida Educational Technology Conference 
January 22-25 
Orlando, Fla. 
www.fetc.org 



WCA International Symposium & Business Expo 
January 29-Feb. 1 
San Jose, Calif. 
www.wcai.com 

- FEBRUARY - 

SCALE 6x - 2008 Southern California Linux Expo 
February 8-10 
Los Angeles, Calif. 
www.socallinuxexpo.org 

Comptel Plus Spring 2008 Convention & Expo 
February 24-27 
Nashville, Tenn. 
www.comptel.org 

- MARCH - 

Gartner Wireless & Mobile Summit 
March 3-5 
Chicago, III. 
www.gartner.com/it/page.jsp7id 
=502608&tab=overview 
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I SIX QUICK TIPS I 

Keep An Eye On Those Drives: 
Don't Neglect Server Disk Maintenance 



by Drew Robb 
• • • 

Disks just spin, don't they? After all, the 
MTBF (mean time between failures) rat- 
ings of modem drives are in the millions of 
hours. And the IT manager has plenty of 
other items to look after. But ignore server 
disk health at your peril. The last thing you 
want is a critical server failing because of a 
disk crash. Even if you have RAID in oper- 
ation, a dead disk will slow performance 
down to a crawl until IT installs a new disk 
and the RAID system rebuilds. And in any 
case, MTBF ratings do not necessarily 
mean that a given disk will run for millions 
of hours error- free. 

Defrag Those Drives 

Proven over the course of a decade and a 
half in Windows-based servers, probably 
the biggest single disk maintenance action 
that you should do is defragmentation. 
Over time, server files get pulverized 
by fragmentation. This results in files 



splintered into thousands of pieces, and 
that's often the reason for a host of woes: 
crippled performance, slow backups, file 
access taking ages to load, systems taking 
forever to boot up, etc. Defragmentation 
software is available from companies such 
as Diskeeper (www.diskeeper.com), Raxco 
Software (www.raxco.com), and O&O 
Software (www.oo-software.com). 

"Renasant Bank performed an evalua- 
tion of defragmentation and found that 
servers with Diskeeper were able to han- 
dle, on average, five more workstations 
than servers without Diskeeper," says 
Michael Materie, director of product man- 
agement at Diskeeper. "During the relia- 
bility test, the servers that were defrag- 
menting files automatically had up to 10% 
higher uptime than servers that didn't have 
defragmentation software automatically 
running." 

Analyst firm IDC estimates the total sav- 
ings to Renasant Bank is $19,520 per year 
per 100 servers, with an ROI of 165%. 



Smart Tip: 



Use Available 'Ibols 



O Many operating systems include preinstalled 
tools that can scan the hard drive, diagnose 
problems, and fix disk errors and other issues. 
Investigate what you have available and use 
these tools liberally. Alternatively, go to the Web 
site of the hard drive manufacturer and look for 
any free utilities that may conduct detailed test- 
ing of the hard drive. Such tests include a check 
of the entire hard disk surface, as well as a test 
to see if the hard drive mechanism was sound 
or was in actuality about to fail. 

Alternatively, server management tools from 
HP (www.hp.com), Dell (www.dell.com), CA 
(www.ca.com), and BMC (www.bmc.com) can 
assist in monitoring disks and detecting increas- 
ing error rates as a forewarning of pending 



failure. Further troubleshooting gems include 
Ontrack EasyRecovery by Kroll Ontrack (www 
.ontrackdatarecovery.com). Undelete by Dis- 
keeper, and hlOmon from Hyper I/O (www 
.hyperio.com). If that doesn't work, another 
option would be to ship the hard drive off to a 
lab for specialist recovery work. Examples in- 
clude the Ontrack In-Lab Data Recovery Ser- 
vice and Iomega Data Recovery Services (www 
. iomegadatarecovery .com) . 

Hamid Azar of Azar PC says he has had occa- 
sion to use such a service. "I ended up paying 
$1 ,700, but it was worth it for me due to what 
they recovered," says Azar. "If your hard drive 
won't spin at all, a lab represents your last 
option." 



Easiest To 
Implement: 



O Servers can fill up rapidly, particularly those 
used as file servers. One time-honored solu- 
tion is to assign each user a specific space 
quota. Quota management software auto- 
mates much of the quota management pro- 
cess. Such programs make it easy to set quo- 
tas, send reminders once quotas are being 
approached, enforce file deletion or archiving 



when a quota is exceeded, and so on. The use 
of quota management keeps servers from 
stalling due to running out of storage. Ideally, 
you want to never let a disk exceed about 80% 
of space consumed. Otherwise, performance 
tends to drop, defragmentation software some- 
times struggles, and you run the risk of running 
out of disk space altogether. 



Image Is Everything 

Hamid Azar of Azar PC has been fixing 
servers and PCs for years. He is a firm 
believer in the importance of taking drive 
images as an important aspect of disk main- 
tenance. What this does is takes an image 
of the entire drive and transfers it to anoth- 
er hard drive. Tools that accomplish this 
include Norton Ghost by Symantec (www 
.symantec.com) and R-Drive Image by R- 
Tools Technology (www.r-tt.com). 

"If there is something wrong with a hard 
drive, you don't waste time looking for 
individual files, as it could crash and then 
you might not find anything," says Azar. 
"Take an image of it, and you are safe 99% 
of the time." 

Go Small 

2. 5 -inch drives have been around for a 
while in laptops, and they are now emerg- 
ing as a viable and reliable format for 
server drives. Seagate (www.seagate.com), 
Hitachi (www.hitachi.com), and Fujitsu 
(www.fujitsu.com) have either announced 
or released such SFF (small-form factor) 
drives. The reasons that they have become 
popular in server environments include 
their 70% smaller size, resulting in higher 
performance and 25% less power consump- 
tion than their 3. 5 -inch counterparts. Plus, 
they deliver industry-leading reliability lev- 
els, such as 1.6 million hours MTBF for the 
Seagate Savvio drive. 

"One of the best current server drives on 
the market is the 2.5-inch SFF drive," says 
Henry Fabian, executive director of product 



Disk failures happen early or late. Disk fail- 
ures don't happen gradually over time. They 
actually follow a definite pattern. Most disks 
either fail early due to manufacturing defects 
or wear out over time due to heavy usage. So 
be sure you pay most attention to brand new 
drives or older ones. 



Keep it clean. A simple action that anyone 
can do is to get rid of unnecessary files from 
a server. Temporary files, temporary Internet 
files, recycle bins, and other areas can fill up 
rapidly with junk. Check them out regularly 
and discard such files, using whatever utility 
is available under System Tools. 

offer higher performance, and SATA 
drives, which provide a greater amount of 
on-disk storage but at lower speeds. And 
within the SAS and SATA categories, dif- 
ferent rpms and features are available. 

"All drives are not created equal," says 
Fabian. "One of the most important consid- 
erations in minimizing your drive and serv- 
er maintenance is to always ensure you are 
using the right drive for your application 
requirements." 

Tiered storage, for example, is becoming 
more and more common. The highest per- 
formance Fibre Channel storage is used for 
the most critical applications that demand 
top speeds. However, it's expensive. So the 
second tier of storage might be offloaded to 
SAS drives, while a third tier might exist 
that consists of SATA drives. Thus, the 
Fibre Channel environment is reserved for 
super-fast access, SAS for data of lesser 
importance, and SATA for the bulk of 
information that either isn't accessed fre- 
quently or is used by applications that don't 
demand the speed of light. 



"If there is something wrong with a HI 
hard drive, you don't waste time loolcing for 
individual files, as it could crash and then you 
might not find anything. Take an image of it, 

and you are safe 99% of the time." 



■ Azar PC's Hamid Azar 



J 



marketing at Seagate. "It gives customers a 
higher-performing, higher-reliability solu- 
tion that operates cooler for better overall 
system reliability and operation." 

Fit The Drive To The Purpose 

Drives do not equal drives do not equal 
drives. As noted above, they can be differ- 
ent sizes. Then there are SAS drives, which 



"It is vital to understand what your tiered 
storage requirements are and to match your 
performance, reliability, capacity, power, 
and data integrity requirements to your 
storage," says Fabian. "Matching your 
drive to your application optimizes your 
processing and business objectives, as well 
as minimizing your service and mainte- 
nance interruptions." 
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Speed Problem Identification 

OptiView Portable Network Analyzer Adds Network Mapping & More 



Resolving network issues often means 
knowing what's going on inside the net- 
work — but as today's networks move into 
gigabit speeds, doing that gets harder. 

Fluke Networks recently announced new 
features in version 5.1 of its OptiView 
Series III Integrated Network Analyzer that 
will make this easier for network adminis- 
trators, according to David Skingley, prod- 
uct manager of OptiView Integrated 
Network Analyzer at Fluke Networks. 
OptiView is a portable PC -based network 
monitoring and troubleshooting tool capa- 
ble of full line-rate gigabit speed analysis. 



The new features, according to 
Skingley, include support for 
SNMPv3; automatic discovery 
and classification of Cisco VoIP 
devices; VLAN trunk analysis; 
and enabled management port 
for out-of-band remote control 
of the analyzer. 

The new Application Troubleshooting 
Expert option, according to Skingley, assists 
the OptiView user in quickly identifying the 
problem domain and determining whether 
the problem is related to the network, appli- 
cation, server, or client. The new OptiView 




Reporter option can import data from 
OptiView and provide comprehensive 
reporting, documentation, and problem noti- 
fication capabilities; this data can be export- 
ed to Microsoft Office Visio to draw net- 
work maps and can speed and simplify 
the normally time-consuming 
task of network documentation. 
OptiView users, Skingley 
says, are typically "the people 
looking at potential outages and 
degradations that would impact mul- 
tiple servers or users." The major rea- 
sons to use an OptiView include solv- 
ing network and application performance 
issues; managing/validating infrastructure 
changes; deploying new technologies and 
applications; and performing security checks 
through extensive discovery capabilities and 
providing visibility into network hardware. 



applications, and connections. "It's a good 
solution for monitoring when you can't 
afford downtime to identify problems when 
they start to manifest and without taking 
things offline," Skingley says. 



Fluke Networks OptiView Series 
Integrated Network Analyzer 



Pricing starts at $19,995; some features available 
free to Fluke Gold Support customers 

New features make real-time network traffic moni- 
toring and analysis even easier 

(425) 446-4519 

www.flukenetworks.com 
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TeamQuest Model Predicts 
Resources Required 

Modeling Capability Sets It Apart From The Competition 



IT MANAGERS ARE ALWAYS On the lookout 

for new ways to make the best use of their 
Hmited IT resources, regardless of the size 
of the enterprise. TeamQuest Model, a 
capacity planning package, takes the guess- 
work out of the equation by accurately 
predicting the resources required to support 
consistent service delivery at appropriate 
risk levels. This enables you to right-size 
and justify purchases, reduce hardware 
expenditures, and improve the ratio of 
servers to personnel. 

Multidimensional Software 

TeamQuest Model helps enterprises 
avoid bottlenecks entirely by accurately 
predicting the specific IT infrastructure 
required. It ensures systems are optimal- 
ly configured, avoiding wasteful under- 
utilization but ensuring systems are suffi- 
cient to meet required service levels. It 
also lets you experiment with what-if 
questions and see the effects of changes 
before they are made. TeamQuest Model 
predicts the impact of application changes, 
server consolidation, business expansion, 
or workload growth, allowing the right 
amount of hardware to be allocated at the 
right time to meet business demands. 

Specifically, you can use TeamQuest 
Model to: 

• Predict the resources required to meet 
service levels as demand increases 

• Identify which components will nega- 
tively impact response time 



• Find the least expensive way to accom- 
modate workload increases 

TeamQuest Model uses analytic model- 
ing capabilities to quickly and accurately 
predict the impact of changes without 
requiring you to configure any hardware or 
apply artificial loads. You can thus experi- 
ment with configuration changes, consoli- 
dation options, and demand levels to be 
sure you are allocating the right resources 
to meet business priorities. 

TeamQuest Model also predicts re- 
sponse time from different components in a 
multitiered environment. It supports virtu- 
alized environments, including support for 
simultaneous multithreading on POWERS, 
micro-partitioning, and shared processor 
pools. 

Analytic & Simulation Modeling 

TeamQuest Model offers both analytic 
and simulation modeling capabilities. 
Analytic modeling uses math to calculate 
how a queuing network will perform. 
Simulation actually simulates the queuing 
events that occur during execution. While 
simulation modeling is useful in specific 
situations, it often takes longer to build 
and execute the model. Analytic modeling, 
however, is a fast and accurate technique 
most often used by TeamQuest customers. 

Regardless of the modeling technique 
used, a baseline set of measurements is 
taken on a system, and a model is then 



built based on a description of the system. 
Results from the model are compared with 
the baseline, and when they match, the 
model is considered calibrated. From 
there, hypothetical changes can be made to 
system configuration or business work- 
loads, and the model will predict how the 
changes will affect performance. 

Myriad Features 

Using the capacity planning software, 
you can model a single system or multi- 
tiered applications and analyze your Web 
server, application server, and database 
server all together. You can see various 
systems as components of the overall 
response time and focus on systems that 
are causing performance problems. In 
addition, TeamQuest Model lets you 
define workloads that span multiple sys- 
tems and experiment with adding servers 
to a tier for horizontal scaling. 

TeamQuest Model lets you analyze 
response time by business workload, 
uncover which devices are responsible for 
the largest portion of response time, deter- 
mine what percentage of time is spent in 
the CPU or waiting for I/O devices, and 
meet service-level objectives. 

By knowing in advance the amount of 
resources your systems will require, you 
can make informed capacity planning deci- 
sions. You'll be able to consolidate servers 
with confidence, manage the impact on 
servers for mergers and acquisitions, and 
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predict the impact of workload changes. 
You'll also have the knowledge necessary 
to upgrade just-in-time and objectively jus- 
tify upgrades to management. The soft- 
ware enables you to get more out of your 
company's existing resources and identify 
underutilized resources so you can re- 
deploy them for other services where they 
will be better used. 

TeamQuest Model enables you to be 
ready for changes in demand. You'll know 
in advance how systems will respond to 
unexpected bursts of activity. You can 
make sure systems are adequately config- 
ured for new applications. You will also be 
able to avoid outages and performance 
problems by planning ahead and will 
understand which IT components will like- 
ly be your weakest links. 

The TeamQuest software also has a 
reporting feature to report model results, 
workload and queue result statistics, and 
summary statistics. You can view the tex- 
tual reports in TeamQuest Model and 
graphical reports using Microsoft Excel. 
You have the option of viewing, customiz- 
ing, and creating reports quickly and effi- 
ciently using Excel or other spreadsheet 
applications. 



TeamQuest Model 



Capacity planning software tliat accurately predicts 
the resources required to support consistent service 
delivery at appropriate risk levels 

(641)357-2700 

www.itserviceoptimization.com 

ATeamQuest 
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Geographic WAN Link Balancing 

Elfiq Link Load Balancer Lets You Better Manage Traffic & 
IVIeet Your Budget & Data Center Needs 



Elfiq Networks' Link Load Balancer 
(Link LB) 4000E is designed for data cen- 
ters, incorporating 8Gbps copper ports 
and two SFP fiber connectors in a com- 
pact lU design. It is licensed with two 
virtual instances (up to five) of the Link 
Load Balancer and has three pairs of pro- 
grammable LAN failover ports. With the 
powerful Link LB-4000E, you can handle 
more than 2.4Gbps of WAN throughput. 



The LB-4000E redefines the data center- 
level load balancing field by providing an 
unmatched functionality/price/performance 
ratio. It differentiates itself from the compe- 
tition by operating at the data link network 
layer (Layer 2 inline/transparent operation) 
to manage synchronous or asynchronous 
telecommunication links. Elfiq Link LB 
implementation is simple and does not 
require IP address migration or changes to 
firewalls or routers. This prevents the use of 
complex protocols, such as Border Gate- 
way Protocol, to support multiple links, and 
it reduces implementation projects. 

The Elfiq Link Load Balancer guarantees 
optimal access for your network and appli- 
cations for business continuity, while opti- 
mizing your multihomed network through- 
put. If a link fails, the Link LB will effec- 
tively redirect network traffic toward other 
links based on user-defined policies. 

Advanced functionalities such as Geo- 
Link geographic load balancing make the 



Link LB a key element of disaster recov- 
ery projects and ensure maximum avail- 
ability to the enterprise's IP services 
regardless of the scenario or environment. 
Traffic will continue flowing between 
sites when a site goes down and geograph- 
ic policies clarify what kind of traffic or IP 
service is allowed to use another site. 

For point-to-point resiliency implemen- 
tations such as VPNs or VoIP, Elfiq' s Best 
SitePathMPTX technology monitors the 
alternate paths and their respective effec- 
tive bandwidth and then dynamically redi- 
rects the packets through the best available 
path without renegotiating the path, ensur- 
ing performance and uptime. The Elfiq 
Link LB gathers metrics and real-time 
bandwidth usage; this information can be 
encrypted and shared between two bal- 
ancers for redundant implementations. 

Elfiq Link Load Balancers are built 
around the Elfiq Operating System, and 
the hardware platform has no moving 
parts, reducing the risk of failures. 



Elfiq Link Load Balancer 4000 



Incorporates 8Gbps copper ports and two SFP 
fiber connectors in a compact 1 U design; can 
liandle more tlian 2.4Gbps of WAN tlirougliput 



(866) 633-1227 
www.elfiq.com 
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ETASIS ELECTRONICS CORPORATION 



N+1 1 U Redundant 

EFRP-4553H 




1500W+550W Output Power 
N+1 Redundant Configuration 
Meet 1 U Rackmount System 



N+1 3U Redundant 

EFRP-3300SG 



600W+300W Output Power 
N+1 Redundant Configuration 
Meet 3U Rackmount System 



PSIIType 1+1 Mini 
Redundant Power Supply 

EFRP-2462G 



I 



460+460 watts Output Power 
1+1 Redundant Configuration 
PSIl Mini Redundant Power 

SPECIAL PRICE $190 



N+1 2U Redundant 

EFRP-2553G 




• 550+550 watts Output Power 
Support to Dual Nocona Processors 

• N+1 Redundant Configuration 

• Meet 2U Rackmount System 



N+1 4U Redundant 

EFRP-4463G 




1200W+460W Output Power 
N+1 Redundant Configuration 
Meet 4U Rackmount System 

WHOLESALER 
RETAILER 
WELCOME! 

ETASIS 

ELECTRONIff: 

There's only one standard™ 

www.etasis.com.tw 

1 8549 Gale Ave 
City of Industry, CA 91748 
Phone: (626) 965-6511 
Fax: (626) 965-7676 
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Managing Virtual Environments 

eG Monitor Provides Outside & Inside View Of VIVIware-Based Infrastructures 



Managing virtual servers has rapidly 
become a challenge. eG Innovations has de- 
veloped a monitoring and management plat- 
form tailored for VMware-based environ- 
ments. The eG Monitor for VMware Infra- 
structures provides a real-time performance 
view of virtual machine environments. 

I "There has been an explosion in the virtu- 
alization industry that has made provision- 
ing a lot easier, but the monitoring and man- 
agement of those virtualized environments 
has been lacking," says Bala Murugan 
Vaidhinathan, chief architect at eG. 

I The eG Monitor offers a comprehensive 
view of the VMware ESX Server, includ- 



ing performance of the VM kernel, console 
OS, and guests. The platform provides an 
"outside view" of each virtualized guest's 
performance and an "inside view" that 
details user activity, resource allocation, 
and the application mix running on guests. 

"We essentially have a methodology 
where we collect the statistics from the vir- 
tualized environment, and on top of that, 
we enhance the information with data we 
collect from each and every guest operat- 
ing system running on top of the host," 
Vaidhinathan says. 

Having a view inside the virtualized 
environment and host system can allow 



users to react proactively to troubleshoot 
problems. Using the eG Monitor, a user 
can pinpoint the processes within the spe- 
cific guest that is causing a CPU drain, for 
example, and measures can be taken to try 
and alleviate the problem, according to 
Vaidhinathan. 

Development of the eG Monitor was 
built on years of experience eG Innova- 
tions has had in providing monitoring and 
management tools for terminal services- 
based environments. Issues related to cen- 
tralized management of numerous remote 
applications and desktops found in Citrix 
environments, are applicable to those 
of managing and monitoring multiple vir- 
tual machines by a central host system, 
Vaidhinathan says. 

The eG Monitor is compatible with 
VMware VMotion Live Migration tech- 
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nology. The monitor determines the de- 
pendency of the virtual machines to physi- 
cal machines dynamically. A root-cause 
diagnostic engine analyzes results to pin- 
point where problem areas in the infra- 
structure lie. 



eG Innovations eG Monitor 
for Vl\/lware Infrastructures 



Provides monitoring and management capabilities 
for virtualized environments, giving a view of both 
host and guests 

(866) 526-6700 

www.eginnovations.com 
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Ensure Secure Access 

Juniper SSL VPN Update Adds Better Mobile Device Support 



For a secure connection to a remote cor- 
porate server, there are two options. You 
can use IPsec (Internet Protocol Security) 
from a PC loaded with the proper client, or 
you can use SSL (secure sockets layer) and 
let the server perform the authentication 
duties. The main benefit to SSL is that it 
supports any device, from anywhere. For 
Juniper Networks, the Secure Access SSL 
VPN is an appliance that data centers can 
use for many different user groups — from 
sales personnel in the field to telemarketers 
to executives who are constantly on the go. 

The 6.0 release widens support for mobile 
devices such as the Apple iPhone, adds 




support for the Windows Mobile 6 platform, 
and works with any mobile device that is 
locked down and does not support an IPsec 
client. Support for these devices means 
Juniper has extensively tested them and 
tweaked the software update for compatibil- 
ity, although any device with an open 
browser platform will likely work. 

More device compatibility is another step 
toward better endpoint management and, at 
the same time, more flexible device support 



because Secure Access SSL VPN does not 
require that IT load and configure an ap- 
proved client so a remote worker can tap 
into a mail archive or access an ERP tool. 

Another added benefit to the SSL VPN 
update has to do with the various ways com- 
panies can use the appliance. For data center 
admins, wider SSL support means clients 
will find it easier to connect wherever they 
are thanks to an open framework, browser 
authentication, and the fact that most fire- 
walls already keep the SSL port open. 

The new release also adds support for the 
TNC (Trusted Network Connect) endpoint 
and — by extension — adds support for any 
third-party endpoint management systems 
that use TNC. The result is better support for 
companies to determine whether a connect- 
ed device is managed or unmanaged. The 
SSL VPN update stays in lock step with the 



maturing endpoint management market, ver- 
ifying antivirus signature files and certifica- 
tions, as well as authenticating on any 
browser-capable device. 



Juniper Secure Access SSL VPN 



Free download for Juniper customers with an active 
support contract; upgrade also available on all new 
appliances 

Appliance that provides a way for remote workers 
to securely access company networks, now with 
even wider support for mobile device 

(888) 586-4737 

www.juniper.net 
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Have Sometliing To Seii? 
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Processor's main goal is to bring together buyers and sellers of data center equip- 
ment. Both the print publication and Web site include many features designed to 
achieve that goal: no-nonsense articles, product listings, our All-ln One Search 
tool, and free For-Sale Listings and Want-To-Buy Messages. 
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As a Processor reader, if you're in need of a partic- 
ular piece of equipment or have an unused piece 
of equipment in your data center, take advantage 
of our For-Sale Listings and Want-To-Buy mes- 
sages at www.Processor.com. 

For-Sale Listing 

On the Processor.com home page, you'll see a 
Post A Free menu in the upper left of the blue bar 
running down the left side of the page. Click it and 
then click For-Sale Listing . If you're not logged in or 
registered on our site, you'll be prompted to do so. 

Once you're registered and logged in, you'll see 
the Adding A Listing form. Double-check your 
company name and contact information. If some- 
thing is incorrect, click the Change Contact 
Information link. 

After you've verified your contact information, 
choose the manufacturer name from the drop- 
down box or click the appropriate letter link. Click 
Continue. Complete the information on the follow- 
ing page, making sure to include as much informa- 
tion as possible. If you do not have a picture of the 
item for sale, click Finish. If you do have a picture 



of the item, click the Add Photos button at the bot- 
tom of the page to browse for and select the photo. 

Your For-Sale Listing will be sent to Processor 
.com, which will check the accuracy of the infor- 
mation and then post the listing online. 

Want-To-Buy Message 

From the home page, click Want-To-Buy Message 
under the Post A Free menu. If you're not logged in 
or registered on our site, you'll be prompted to do so. 

After you've registered and logged in, you'll see the 
Post A Processor Want-To-Buy form. Start by dou- 
ble-checking your company name and contact 
information. If something is incorrect, click the 
Change Contact Information link. 

Once you've verified your contact information, 
complete the form, making sure to include as much 
information as possible. If you're in need of another 
piece of equipment, click Input Another Item and 
complete the form. Once you're done, click Finish. 
Your Want-To-Buy will be listed on Processor.com 
for 30 days in a special area only registered deal- 
ers can see. 
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We're constantly striving to improve our tools. If you have any suggestions for 
improving our Web site or can't find the information you're looking for, send an 
email to editor@processor.com or give us a call at (800) 544-1264. 
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Data Center 
Architectural Problems 



Top Issues 



IT Managers Must Consider Factors 
Such As Humidity & Growth 



by Don Reisinger 
• • • 

As DATA CENTER MANAGERS Consider the 
move to a larger and more efficient data 
center, they must also consider the issues 
that may arise once everything is together. 
During this stressful time, the worry of 
humidity or windows 
never comes into play 
until something goes 
wrong. But once it does, 
there should be a plan 
established to fix the 
problem area as soon 
as possible and keep 
the data center running 
smoothly. And it's for 
this reason that data 
center managers should 
be aware of issues that 
may arise in a data cen- 
ter and be ready for 
them as they come up. 

As Pradeep Parmar 
of Sun Microsystems 
(www.sun.com) ex- 
plains, "Data centers 
are running out of 
space and power. Even 
worse, the cost of buil- 
ding a data center is 
incredibly high." But 
with that huge invest- 
ment and worries about 
space and power come 
a number of problem 
areas that may arise if 
data center managers 
don't give them enough attention. 

The Plight Of Humidity 

One major problem area for most data 
centers is the effect humidity can have on 
the business and the equipment in the cen- 
ter. Peter Sacco, president of PTS Data 
Center Solutions (www.ptsdcs.com), says 
that while humidity is normally controlled 
through the computer room air-condition- 
ing system, only some systems control 
humidity. Those systems that do not con- 
trol the humidity in the data center — 
dubbed "comfort cool" systems — do a fine 
job of keeping a data center cool but do not 
protect it from the harmful effects of 
humidity. 



Sacco says, "Comfort cooling systems 
are less expensive but offer lower sensible 
heat ratios, wider temperature regulation, 
and no humidity control." If your company 
uses a comfort cooling system and you 
have yet to experience humidity issues, 
you probably will. But before that happens. 




Sacco says there is a solution to this issue. 
A professional can size and install a stand- 
alone humidification system, which should 
eliminate the possibility of humidity dam- 
age. Of course, this is an added expense 
that may not be feasible at the moment. If 
you opt out of a humidification system, 
Sacco notes you should monitor humidity 
every so often in one spot in the data cen- 
ter; there is no need to measure it in differ- 
ent spots because humidity fills the room 
evenly. 

Running Out Of Room 

With data center construction costs ris- 
ing, most companies are looking for ways 
to scale the need for data centers without 



spending too much money to do so. In fact, 
one of the most common problem areas 
with data center architecture tends to be the 
simplest: Data centers simply do not grow 
as a company does. 

To curb this issue and make a data center 
more future-proof, Parmar believes it is 
incumbent upon every data center manager 
to consider virtualization. According to 
Parmar, if a data center manager runs out of 
room, she should "try to virtualize as much 
as possible" and "con- 
sider possible Web solu- 
_ tions to maximize effi- 

ciency." 

M % Along those lines, 

m % Parmar believes a rent- 

m \ ii^g solution may also 

M % be effective in address- 

m \ ing data center size 

1 m issues. He explains that 

M to avert the need of 
^^^^^^^ costly renovations, data 
center managers can 
opt for a renting pro- 
gram that will give 
them the equipment 
they need without go- 
ing through the costly 
hassle of building a 
larger data center. In 
effect, Parmar believes 
the future of data cen- 
ters is through virtual- 
ization, and with its 
help, data center man- 
agers may be able to 
save capital while still 
allowing their data cen- 
ters to grow with the 
company. 

Windows & Glass Issues 

Some data centers currently feature quite 
a bit of glass and windows. And while glass 
and windows certainly appeal to the eye, 
Sacco believes "they have no place in a 



Humidity 

• Can damage equipment 

• Can slow down effectiveness 

• Can slow down efficiency 

• Is controlled by computer room air 
conditioning systems 

• Is not controlled by "comfort systems" 
Growth 

• Means higher cost of doing business 

• Could precipitate the need for a new 
data center 

• Can be harnessed by using virtualization 
techniques 

Windows & Glass 

• Have no place in a data center; exterior 
windows are especially troublesome 

• When mixed with humidity issues, could 
create extremely dangerous problem areas 

• Should be removed and replaced with 
structures that will keep the data center as 
safe as possible 



data center." He says, "A data center 
should be a secure, vaporized, vapor- and 
fire-resistant space, and glass does not 
afford these attributes." 

Simply put, data center managers should 
consider replacing glass and windows 
(especially exterior windows) to maximize 
the safety of a data center. Windows can be 
the hubs of problem areas and, if mixed 
with the threat of humidity, could become 
the focal point of all issues experienced in a 
data center. 

Data center managers have spent years 
trying to build the best and most efficient 
data centers for their companies. And 
while many have succeeded in making 
totally safe buildings, others are rife with 
problem areas that the data center manag- 
er may not even know about yet. But if IT 
managers follow a few guidelines and 
realize the risk of humidity, size limita- 
tion, and windows, data centers will run 
much more smoothly as they grow with 
the company. 



Those systems that do not control ^ 
the humidity in the data center— dubbed 
"comfort cool" systems— do a fine job of 
keeping a data center cool but do not protect 
it from the harmful effects of humidity. , 
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A Master Enterprise View 

New ATEN KVM Bundle Provides Perfect Features 
For Monitoring & IVIaintaining Servers & PCs 



Today's data centers require convenient, 
space-saving, streamlined KVM equipment. 
ATEN's 17" Single-Rail LCD Integrated 
Console and MasterView KVM bundle is 
designed with those needs in mind. 

ATEN's economy LCD KVM console, 
CLIOOOM, integrates a keyboard, 17-inch 
LCD, and touchpad in a lU Slideaway 
housing. Setup is fast and easy. There is no 
software to configure, no installation rou- 
tines, and no incompatibility problems. 
Slide the console module section out and 
flip up the cover, and you are ready to work. 



When finished, flip down the cover and 
slide the console module back into the rack. 

By using the CLIOOOM to manage your 
installation, you save space; elim- 
inate the expense of having to pur- 
chase a separate keyboard, moni- 
tor, and mouse for each PC if 
attaching to a KVM switch; and 
can take advantage of upgrad- 
ing your current system 

ATEN is now bundling 
the CLIOOOM with an 
eight-port MasterView Plus, 




which helps reduce the need for redundant 
hardware. With the MasterView Plus, you 
can control up to 512 computers with a 
single keyboard, monitor, and mouse. And 
it requires no software. 

MasterView Plus is more than a simple 
eight-port KVM switch. A built-in Auto- 
Scan mode lets you monitor every attached 
computer for a specified amount of time, 
while the on-screen display lets you assign a 
unique name to each computer 
and access it via a slick, menu-dri- 
ven interface. A Quick View Scan 
feature makes it easy to monitor 
selected PCs, and hot-pluggable 



00 OOOOOOOOOOOOl^'O^d I 




capabilities mean you can add or remove 
PCs for maintenance without powering 
down the switch. The MasterView 's lU, 19- 
inch rack-mountable casing and status-mon- 
itoring LEDs make it ideal for server rooms 
or other multicomputer environments. 



ATEN 17" LCD Integrated Console 
& MasterView KVM (model 
CLCS9138MKIT) 



Includes an eight-port KVM switch and a KVM con- 
sole with a keyboard, 17-inch LCD, and touchpad 

(888) 999-2836 

www.aten-usa.com/CLCS91 38MKIT 

^TEN 

Simply Bett&r Connections 
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Anticipate & Avoid 
HVAC Problems 



Top Issues 



Keep Your Systems 
Running Smoothly 

by Curt Hurler 

• • • 

Common mechanical maintenance 
challenges in data center cooling include 
caring for the air conditioner and the air 
distribution system. These tasks require 
preventive and predictive maintenance and 
repair or correction of failures. 

Something as rudimentary as a power 
outage will cause the HVAC system to turn 
off, while IT loads keep spinning with 
power from the UPS system. HVAC is typ- 
ically backed up by generator power, but it 
takes two to three minutes before the entire 
HVAC system cycles back on again. 

"To put this in perspective, a typical 5kW 
per cabinet IT load in a data center will shut 
down in less than three minutes without 
cooling," says Martin Olsen, director of 
product management and development with 
Active Power (www.activepower.com). 

Interrelated HVAC Components 

"The best thing a data center 
manager can do to get the most 
out of all his [HVAC] systems is 
to strive to understand them as 
an interrelated holistic system," 
says Jeff Trower, general sales 
manager for Data Aire (www 
.dataaire.com). "Problems occur 
when maintenance either does 
not occur or is inconsistent or 
when unusual events occur that 
provide unexpected stresses on 
specific components," he says. 
"Understand the interrelation- 
ships between various compo- 
nents, business needs, and 
expected outcomes." 

The relationship between tem- 
perature and humidity is key. 
Study air distribution. Get air 
where it is needed and return it 
as warm as possible. 

Olsen agrees that real-time 
temperature monitoring of the inlet air to the 
IT equipment is a critical performance indi- 
cator. Combining this information with 
return and discharge temperature of the 
HVAC provides an accurate picture of 
airflow and overall performance. "If the dis- 
charge temperature from the HVAC is sig- 
nificantly lower than the inlet server temper- 
ature, issues exist with airflow distribution 



in the data center," he explains. "Making 
adjustments in airflow distribution maxi- 
mizes the Delta-T (difference between return 
and discharge temperatures) in the HVAC 
and provides for a more efficient system." 

Olsen continues, "Simple things, like 
maintaining a log of maintenance items, can 
make a world of difference." Frequency of 
air filter replacements plays a significant role 
in the life of the equipment, he says, noting 
that infrequent replacement causes dust and 
debris buildup and lowers the pressure drop 
significantly. This makes blowers or fans 
work harder. "Deciding when to replace a fil- 
ter comes down to simple pressure drop dif- 
ferential measurements," he adds. 

Belts and pulleys are another critical 
item, Olsen continues. Improperly adjusted 
belts place excessive loads on the motor 
and fan shaft bearings, leading to early fail- 
ures of either the bearings or belts. "Al- 
ways make sure the belt is not too tight and 
not too loose," he says. 

Trower says maintenance items such as 
belts, filters, and humidifier components 




must be considered consumables. "They 
have a specific useful life and need to be 
changed/replaced periodically," he says. 

"During maintenance, a visual inspection 
of other components, such as heating ele- 
ments and humidifier canisters (or infrared 
tubes), should be conducted," says Ed 
Chavez, director of technical services at 
Data Aire. If required, replace them. 



Monitoring & Maintenance 

Today's precision cooling units are 
equipped with state-of-the-art microproces- 
sor controls that now also monitor a variety 
of functions, including alarm conditions for 
both the cooling unit and the space. These 
can be standalone or, in larger facilities, 
tied into building management systems. A 
variety of systems are available. Some only 
monitor, while others allow for control and 
monitoring, Chavez says. 

Filters, for example, have different life 
expectancies depending on the cleanliness 
of the environment. Maintenance of humidi- 
fier components depends on the unit's run 
time. As a rule of thumb, Trower recom- 
mends maintenance at intervals based on 5 
to 10% of operating hours in humidifica- 
tion, reheat, or dehumidification. 

"Make sure under-floor areas are free 
from obstructions, dirt, and debris. Tile 
placement can affect effectiveness of air dis- 
tribution," Trower says. 
Trower suggests IT managers become 
aware of their sites' "ride- 
through" times. These assume a 
complete loss of cooling and are 
calculated on the amount of tem- 
perature rise that could be expect- 
ed based on watts per square foot 
loading and shutting down if cool- 
ing is not restored in a specific 
amount of time. "This is some- 
what related to the height of the 
raised floor and the amount and 
temperature of the thermal mass 
available below the floor for the 
ride-through period," he says. 

"Modern building management 
systems using standard protocols 
such as Modbus, BACnet, [and] 
Lon Works really have developed 
into being the most functional 
and interoperable monitoring and 
control methods and somewhat 
displace proprietary networks 
that were promoted just a few 
years ago," Trower says. 

The Right Steps 

"Keep a detailed service log of all 
mechanical systems, including date of 
commissioning, and simple details, such as 
size and warranty information," Olsen 
says. Many smaller data centers rely on 
dedicated HVAC systems in the room, as 
well as the building/facility HVAC. "Can 
one run without the other?" he asks. "It 



The most common mechanical problems with 
HVAC result from lack of proper maintenance. 
According to Ed Chavez, director of technical 
services at Data Aire (www.dataaire.com), 
proper maintenance includes the following: 

Belts. You should inspect belt tension and 
belt wear between every 30 and 60 days. 
Belts will stretch. Motor drive sets are ad- 
justable in order to provide proper belt ten- 
sion. Belts without proper tension will slip and 
could eventually break. Not only will the air- 
flow be compromised, but the belt could 
come apart, possibly causing damage to the 
blower and/or other components. 

Bearings. There are various bearing types. 
Some are maintenance-free; others require 
grease. Zerk fittings are provided on bearings 
that require grease. However, too much 
grease can cause damage to the bearing. You 
should grease bearings at least once a year. 

Outdoor condensers. On air-cooled split 
systems (with outdoor condenser sections), 
you should inspect and clean the coil as re- 
quired. A dirty coil could result in high head 
pressures and poor performance. Compres- 
sors have a high-pressure control device to 
protect it. Once the pressure control meets 
its maximum point, the compressor will be 
disabled to prevent damage. This will stop 
the cooling, as well. The frequency of clean- 
ing will be determined by the location and its 
proximity to trees, dirt, and dust. 

Filters. Although not mechanical in nature, air 
filters must be inspected and changed every 
30 to 60 days. When left alone, dirty filters will 
become ineffective. The pressure drop on dirty 
filters increases and could have an adverse 
effect on the unit's airflow and the unit's overall 
performance. The motor(s) will work harder 
while drawing more electrical current. 

Refrigeration system (compressors, ther- 
mal expansion valves, etc.). This should 
not require any maintenance. If a system 
is not maintaining the space temperature, 
check pressures and electrical amp draws, 
which will determine if the system is function- 
ing properly. If the pressures are not in the 
range the manufacturer recommends, you 
should investigate and correct the problem 
for proper operation and cooling. 



may not be a problem with the current IT 
equipment heat load, but as the heat load 
grows, it is important to ensure redundancy 
is maintained." 

Growth in heat output from the IT equip- 
ment can be solved through simple mea- 
sures such as cabinet-based hot air contain- 
ment systems. Several manufacturers offer 
hot air containment that utilizes the existing 
drop ceiling or duct work to move the hot 
air discharge from the IT equipment direct- 
ly back to the HVAC system. 
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Issues With 

The Operations Plan 



Improper Electrical, Maintenance 

& Staffing Strategies Could Put Your SME At Risk 



by Elizabeth Millard 
• • • 

Risk comes in many forms. There are 
the obvious dangers, such as poor security 
measures or a building located in a hurri- 
cane-prone spot, but there are also more 
subtle forms of risk that are created when 
less-effective strategies are employed in 
an area such as operations. Having insuf- 
ficient policies and strategies with issues 
such as electrical supply, maintenance 
schedules, and even staffing can put a 
small to midsized enterprise in jeopardy 
for downtime and outages. 

Electric Company 

The drive for more performance and the 
utilization of blade servers has placed 



Top Issues 



Electrical 

• Look at overall power consumption 
throughout a building. 

• Consider outsourcing some functions to a 
managed provider. 

• Talk to the local electric company about 
usage issues. 

• Create a plan for outages that includes 
non-electrical generators. 

• Examine airflow, cooling, and heat 
rejection to find more efficient ways to 
use power. 

Maintenance 

• inventory all hardware systems and catalog 
what type of upkeep each requires. 

• Determine the level of maintenance 
needed for failover systems. 

• Create a schedule and give each employee 
"ownership" over a set of tasks. 

Staffing 

• Recognize signs of stress in employees. 

• Create realistic expectations among other 
departments in regards to support and 
problem resolution. 

• Make sure training is up-to-date and freely 
available. 

• Lobby for increased budgeting for staff 
issues that affect morale, such as addi- 
tional employees, vacation time, and 
tuition reimbursement. 



demands on data centers for better and 
more efficient cooling, and that's causing 
many IT managers to take a look at power 
consumption. Cooling systems can take 
a significant amount of electricity, but 
they're only one part of the data center 
environment. Hardware, 
desktops, devices, air puri- 
fiers, printers, and many 
other pieces of equipment 
can sap the amount of elec- 
tricity that's channeled into 
a building. 

Electrical and power con- 
sumption issues place a data 
center at risk for outages 
because even an efficient 
system can get overloaded 
in the face of increased 
capacity demands, notes 
Chris Crosby, senior vice 
president of sales and tech- 
nical services at Digital 
Realty Trust (www.digital 
realtytrust.com), a develop- 
er and operator of data cen- 
ters. Taking a long-term 
view is effective, he adds, 
and managers should set 
goals for expanding a data 
center's footprint or even 
outsourcing some of the 
functions to a colocation 
facility or other service 
provider. "You have to 
keep the scale of the center in mind," he 
says. "Think about moving into a larger 
facility than you think you need." 

Rather than building out a data center 
according to equipment and hardware, 
Crosby suggests constructing and design- 
ing a center based first on components 

I such as generators and transformers and 
having a chat with the local electric com- 
pany to discover any limitations that 
might occur. 

I Data center managers at small to mid- 
sized enterprises should also look at 
overall consumption, which might include 
other tenants in the building, parking lot 
lights, emergency systems, and other fac- 
tors. A new tenant, for example, might 
also have a data center setup that could 
stress the power allocation to a single 
location. 



Within the data center, examine areas 
that can be more efficient in terms of heat- 
ing and cooling, the two factors that tend to 
draw the most power, says Eric Birch, an 
executive vice president at AdaptivCool 
(www.adaptivcool.com), developer of a 
system that can intelligently manage air- 
flow in data centers. "Look at how much 
you're cooling the space within a raised 
floor, for example," he says. "Infrastructure 




elements can affect power consumption in 
the same way that a chimney and windows 
can affect airflow and energy in a house." 

Maintenance Department 

Many times, the to-do list for IT man- 
agers and staffers is long enough without 
folding in routine maintenance tasks, but 
taking time to focus on increasing mainte- 
nance can actually shorten that list in the 
long run, causing an IT department to 
switch from reactive to proactive mode. 
The best way to do preventive care without 
overtaxing employees is to develop a regu- 
lar schedule, experts have noted, and assign 
tasks to many employees, so one person 
doesn't have to do all the maintenance 
work. 

Every schedule will differ according to 
what hardware and systems are in place. 
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but in general, managers should create a 
calendar according to how directly the 
loss of one system would affect users. For 
example, in the case of a failover system, 
IT staff should perform maintenance more 
often than for servers that are used less 
often or for activity logs used to track 
how often employees are goofing off. 

IT managers can schedule upgrades to 
applications and network resources, as 
well as recovery drills, for a weekend, 
notes Jim Reinert, senior director of data 
recovery service Ontrack (www.ontrack 
datarecovery.com). "Regular maintenance 
can create a sense of consistent upkeep," 
he says. "And it can reduce an SME's risk 
because they know things like backup 
systems will work, and they know how to 
act quickly in the case of an outage or 
downtime." 

Employee Satisfaction 

Even with electrical and 
maintenance issues han- 
dled, an overworked staff 
can open an SME to risk, 
through inattention to 
smaller details, absen- 
teeism, frequent turnover, 
and simple burnout. 

A recent survey by 
business transaction man- 
agement software firm 
OpTier (www.optier.com) 
noted that 2/3 of IT man- 
agers have difficulty sleep- 
ing because of concerns 
about the performance of 
applications and networks, 
and many had physical 
symptoms of stress that 
ranged from headaches to 
panic attacks. "IT is under 
a great deal of pressure to 
deliver more to the busi- 
ness," says Motti Tal, Op- 
Tier executive vice presi- 
dent of marketing and busi- 
ness development. "IT 
employees don't always 
talk about how stress is affecting them, 
but it's a consistent problem in many 
enterprises." 

Tal recommends that IT managers 
protect their employees by being more 
aware of the issue and taking a hard look 
at work schedules, demands, and trends 
in sick days and frustration levels. 
Creating more realistic expectations 
among other departments can also help 
relieve the workload by establishing 
clarity around response rate times, notes 
Dr. Kevin Fleming, executive coach 
and author of "The Half-Truth High," a 
book on the psychology of business. 
He says, "Find communication break- 
downs and double binds like higher 
performance standards that cause IT 
to add more to their workload but doesn't 
allow them to hire new staff." 
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Yourself 
Time 





November 2, 2007 

Data Center Fire Drill 



Processor.com 



Continued from Page 1 
penetrations for cabling, air handling, and 
other components with fire-rated sealants. 
Of course, he says, managers should also 
make sure a fire detection and suppression 
system is installed and maintained, but dif- 
ferent levels of protection can be obtained 
from the type of system chosen. 

"As an example, a sprinkler system with 
heat detection in the sprinkler will respond to 



Top Issues 



Fire protection is a top priority at any data 
center, and targeting the right issues will help 
managers quickly get potential problems 
under control. Here are the top issues facing 
today's enterprises. 

Guidelines. Without a trustworthy path to 
follow, data center managers can develop 
bad habits when it comes to fire protection. 
Experts recommend using NFPA standards 
as a starting point. 

Sensors. Although any sensor is better than no 
sensor, there's probably no one perfect type of 
sensor. To provide better fire protection, it's 
best to use multiple sensor types that keep an 
eye on heat, smoke, flame, and/or gas. 

Water vs. clean agents. Water sprinkler sys- 
tems can protect the structure but not neces- 
sarily the equipment within that structure. Ex- 
perts recommend moving to a clean-agent 
fire suppression system. 

Testing. Determining whether current condi- 
tions are compromising fire suppression sys- 
tems can be tricky, but it's best to conduct 
regular testing to ensure the systems are run- 
ning with no interference. 



I 



a fire only after the air temperature at the 
ceiling reaches the set point of the heat detec- 
tor. By the time the sprinkler system oper- 
ates, the fire has grown and typically spreads 
beyond the original ignition point, with a sig- 
nificant amount of smoke in the room. Once 
the sprinkler operates, additional damage 
from the water can occur," Langer says. 

Instead of protecting the contents of the 
room, sprinkler systems typically are de- 
signed to protect the structure, Langer says. 
On the other hand, clean-agent suppression 
systems use smoke detectors that can react 
much more quickly than heat detectors. The 
gaseous agent will discharge and suppress 
any fire before it reaches critical levels, he 
says, and the result is limited downtime, 
limited equipment damage, and limited 
data loss. 

Don't Compromise 

The process of determining whether cur- 
rent data center conditions are compromis- 
ing fire suppression systems generally fol- 
lows one of two routes, according to Dale 
Hamilton, business process manager, 
Optimus Solutions (www.optimussolutions 
.com). One of these methods is the use of a 
central monitoring system, which Hamilton 
says should include both servers and rack 
hardware attributes (such as CPU load, disk 
space, and internal temperature) and facili- 
ties items, such as room temperature, 
HVAC status, water levels, floor sensors, 
door access alarms, and a room access list, 
among others. 

The other method, Hamilton says, is to 
conduct routine audits of all the critical sys- 
tems in the data center. A vendor certified to 
support the installed equipment should do the 
testing, and most tests will fall into one of 
three areas: 1) the alarm sensors; 2) the local 
alarm control system; and 3) the remote 
alarm system, or fire station. Hamilton says 



that most manufacturers have alarm systems 
with alarm circuits/points that can be dis- 
abled during testing. 

According to Langer, several issues can 
impact the performance of a fire suppression 
system. "For clean-agent systems, the room 
must remain relatively well-sealed so the 
design concentration can be reached, then 
held for the required amount of time. Doors 
should never be held open or prevented from 
automatically closing. Changes to the room's 
volume by moving a wall, adding a storage 
room, removing a wall, etc., could have a 
dramatic impact on the system's ability to 
perform as originally designed," he says. 

Further, Langer says it's crucial that dis- 
charge nozzles are aimed properly and that 
managers install the correct nozzle. If 
someone removes nozzles — or any fire sup- 
pression component — for any reason, such 
as room painting, it's imperative that he 
properly replaces them afterward. 

Keep It Clean 

Clean-agent fire suppression systems are 
available from numerous companies, includ- 
ing Amerex, Ansul (www.ansul.com), and 
Fike (www.fike.com). But multiple agents 
are available that can be used to protect data 
centers, and selecting the proper agent can 
be confusing. 

However, Langer recommends running 
through a question checklist to help deter- 
mine the correct agent for a particular data 
center: 
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• Has the EPA approved the agent for use 
in normally occupied rooms? 

• Does the agent have a history of use in 
this application? 

• Is the agent readily available for system 
recharge? 

• Is the system listed by a third-party test- 
ing laboratory? 

• What is the expected cost of installation 
and maintenance over the life of the sys- 
tem? What impact will the installation 
have on the data center? 

"NFPA 2001 references agents by their 
generic names, so it is important to know 
what the generic name is so it can be refer- 
enced in NFPA 2001," Langer says. "The 
most common halocarbon agent used to 
protect data centers since 1994 is FM-200, 
which is the registered trademark of 
Chemtura Corp. — originally Great Lakes 
Chemical— and is identified in NFPA 2001 
as HFC-227ea." 

Both engineered and pre-engineered 
clean-agent systems are available, but 
Langer notes that the pre-engineered variety 
is particularly suitable for data centers at 
small to midsized enterprises, thanks to the 
lower installation cost and simpler integra- 
tion. Pre-engineered systems don't require 
computerized flow calculation programs to 
gauge pipe sizes and nozzle orifice sizes, 
Langer says. In fact, much of the piping can 
be accomplished offsite, leading to less in- 
terference with data center operations, i 



Clean-agent suppression systems use 
smoke detectors that can react much more 
quickly than heat detectors. The gaseous 
agent will discharge and suppress any fire 
before it reaches critical levels. 



J 



A New Storage Paradigm 



Continued from Page 1 
important in the case of backup because the 
data is usually not accessed unless the origi- 
nal files or archived copies are lost. "In our 
experience, and this is a very broad general- 
ization, after 30 days, only one in 5,000 
pieces of [backed up] content is touched. 
After 120 days, 1 in 50,000 gets touched," 
says Steve Spataro in Content Addressed 
Storage Marketing at EMC (www.emc.com). 

Old Data Requires New Thinking 

"Because the value of data declines 
quickly over time, the cost of [backup] ser- 
vice should decline based on the age of 
data," Eran Farajun, executive vice presi- 
dent at Asigra (www.asigra.com), says. The 
problem at many companies is that the new 
data is treated exactly like the old. In order 
to make more intelligent use of backup 
resources, a concept called backup lifecycle 
management, or BLM, has been developed. 
Although Asigra has copyrighted the term, 
BLM is implemented by other vendors in 
addition to Asigra. 

The Asigra product is one of the leaders in 
the area, however, providing BLM as part of 
the storage management software that it 
offers to enterprise and offsite storage 
providers. Asigra' s implementation of BLM 
is the second part of the storage offering. 
"We can't talk (about doing BLM) unless we 
talk about Asigra Tele vault," Stacy Hayes, 
CEO and co-founder of DS3 DataVaulting 
(ds3datavaulting.com), says. "We can't do 
one without the other." The reason for this is 
that Asigra' s system is tightly integrated — 
the newest data is managed first. The newest 
data is also maintained on the client's com- 
puters, for very rapid access. Mirrored copies 
of the client's critical data are stored at the 
storage company's site. 



Backup protocols developed by the stor- 
age provider or the customer are implement- 
ed on the data in the vault. Backup sets are 
developed that define which files are critical 
and must be treated one way and which are 
merely important (and can be backed up). 
Depending on the rules applied to the back- 
up sets, the frequency of backup and the 
location of the data may change over time. 

Major players in the backup services 
market include EMC, Asigra, IBM (www 
.ibm.com), and StorageTek. Remote Back- 
up Systems (remote-backup.com) sells soft- 
ware to VARs (value-added resellers) and 
end users that enables them to operate as 
remote backup providers. The VAR installs 
the Remote Backup Systems software onto 
its servers, and the VAR provides the ser- 
vices to its clients. 

Data Deduplication Is Done 
At Client Or Server 

The VAR or the client can write the back- 
up management rules that suit its needs, Rob 
Cosgrove, CEO and founder of Remote 
Backup Systems, says. Unlike Asigra, which 
does data deduplication on the remote serv- 
er. Remote Backup Systems' approach uses 
data deduplication on the client's side. This 
approach reduces the size of the encrypted 
data files being sent from the client to the 
backup server, Cosgrove says. 

However, the data coming to the Asigra 
and EMC systems is compressed and 
encrypted. Typically, because delta files 
(representing changes since the last backup 
or since data was sent to the storage server) 
that are sent to the backup server are small, 
the time savings from client- side deduplica- 
tion may not be an issue. 

Further, because the processors at the 
server-side may be faster or less frequently 



used than at the client system, it may be 
more effective to leave the deduplication 
task at the server side. Asigra claims that an 
additional benefit to deduplication and 
BLM being done by backup servers is 
reduced disk space requirements and asso- 
ciated reduction in energy needed to run the 
storage systems. In effect, Asigra claims 
that use of its systems for backup manage- 
ment is actually a "green" approach to data 
backup. 

The BLM systems of many vendors 
enable the customer to define the value of 
the data sets being backed up. Critical data 
sets, which may include MRI data, CAD 
drawings, software code for ongoing pro- 
jects, or the CEO's email, will be stored 
locally and backed up without compression 
on the remote backup server. Other data 
may be stored locally for a few days or a 



week (depending on data rules), com- 
pressed and moved to other storage 
devices, and eventually moved to long-term 
storage or deleted. 

BLIVI Is Not ILM 

Asigra' s Farajun clearly describes the 
difference between ILM and BLM: "You 
don't need to use Asigra unless you have 
lost data. ILM is for archiving. Asigra is 
just for backup. Archiving is a place to 
keep an original file. Backup is where you 
keep a copy of a file." 

The concept of BLM, whether it is per- 
formed locally or remotely, is one that 
SMEs should consider implementing if 
they haven't already done so. It will reduce 
the amount of storage required for ongoing 
backup, may save the company money, and 
might even help save the environment. 



Data Deduplication: 

Even More Compression Tlian Compression 



Over the years, data compression has relied on 
detecting strings of common characters within 
data files. When a recognized string is repeated, 
the first occurrence is given a label, and all suc- 
cessive occurrences refer back to the original 
appearance of the string. This has worked well 
for many types of files but is done on a file-by- 
file basis. 

A backup set may have the same file show up 
in many directories. Until recently, these dupli- 
cate files were stored in their entirety (or as com- 
pressed files) on the backup media. This resulted 
in a great amount of duplicate compressed files 
being stored unnecessarily. 

Data deduplication detects duplicate files. When 
duplicate files are detected, the duplicate is re- 
placed with a small file, or stub file, that refers 
back to the original. During restoration, the stub 



is again replaced by the original file to which it 
relates. 

Each file has a unique value. A special algorithm 
determines a unique value, called a hash, that is 
applied to each file as it is processed. With an 
infinitesimally small probability that two different 
files would have the same hash value, it is as- 
sumed that no file other than an identical dupli- 
cate can have the same hash value. Thus, two 
files having the same hash are considered identi- 
cal. During data deduplication, the second and 
later occurrences of files with identical hash val- 
ues are replaced with a reference to the original, 
identical file. 

Using data deduplication increases the amount 
of lossless data and file compression that can 
be achieved, resulting in backup files that may 
be 30% or less the size of the original data files. 
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PROVEN PERFORMANCE. PROVEN RELIABILITY. RAPIDNET. When itcomes to pre-terminated network cabling 
solutions, HeliermonnTyton is the leader. Pioneering the first Category 6 pre-term i noted network cabling system, 
HellermannTyton has, for years, delivered successful RapidNet installations across the globe-including leading US 
data centers in government, financial, healthcare, educational and enterprise applications. RapidNet is available 
in copper and fiber modular configurations and offers the time tested performance and reliability required 
for system critical applications. Assuring on-time project completion in the most demanding circumstances, 
RapidNet has been verified to reduce installation time by 85% over traditional methods. 
RapidNet has been proven in the field, now let us prove to you how RapidNet can enhance your business. Go 
online for more information and register for your free "Proven in the Field" t-shirt, www.hellermann.tyton.com/pro 

phone: [800] 822 4352 
email: info@htannericas.com 
www.hellermann.tyton.com/pro 
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JHE COMPETITION JUST GOT 

A LOT STIFFER 



Remote Server Management 



^ Digital KVM IP 




U mac on sole Renwte_ 




Ultra Matrix™ Remote 

Connects 1,000 computers 
to up to 256 user stations 

■ Multi-user, multi -platform KVM IP switch 

■ Supports PC, Sun, Apple, USB, UNIX, and serial devioes 

■ High quality video up to 1 280 x 1 024 

■ Secure encrypted operation with login and access control 

■ Scaling, scrolling, and auto-size features 

■ View 4 computer connections using the quad-screen mode 



UltraConsole™ Remote 

Access servers & serial devices 
from anywiiere in the world 

■ PC, SUN, UNIX, Linux, USB, and serial devices 

■ Supports serial devices such as routers, switches, and more 

■ Emulates VT100/VT220 terminals 

■ Secure encryption operation 

■ Scaling, scrolling, auto-size and quad screen features 

■ View 4 computer connections using the quad-screen mode 



UltraLink™ 

Manage & monitor servers 
from anywhere in the world 

■ High-quality video up to 1280 x 1024 

■ Secure encrypted operation 

■ Scaling, scrolling, and auto-size features 

■ Quad screen, real-time viewing of 4 computers 

■ Compatible with most KVM switches 

■ Available in single, dual, and quad models 



PC, Sun, Apple, USB, UNIX, Serial Devices 



^ KVM Switciies 



1 
I 

UltraMatrix^'^ x-series 
Expandable^ multi-user switch 
for connecting 1,000 computers 

■ Multi-platform units have serial VT220 terminal emulation 

■ Advanced visual interface (AVI) 

■ Security features prevent unauthorized access 

■ Free lifetime upgrade of firmware 

■ Video resolution up to 1600 x 1280 

■ Multi-lingual Menu 





UltraView™ Pro 

Access or Manage 2 to 256 
computers from a single KVM station 

■ Economical 

■ Easy to use, install, and expand 

■ Audio and serial support 

■ Advanced visual interface (AVI) 

■ Security features prevent unauthorized access 

■ Free lifetime upgrade of firmware 



QuadraVista^'" 
Display 4 computers 
on a single monitor 

■ View live, real-time data in each window 

■ Easily switch to and control each computer in 
Quad or Picture-in-Picture (PiP) mode 

■ Video resolution up to 1920 x 1200 

■ VGA and DVI video supported 

■ Supports USB and PS/2 computers 

■ On-screen menus for easy set-up 



Fiber, CATx, DVI/VGA, PS/2 or USB 



^ KVM Extenders 





CrystalView™ 

Extends keyboard, video, mouse, 
audio and serial up to 1000 ft 

■ Supports USB, PS/2, or Sun 

■ Serial and full stereo options 

■ Available in single, dual, or quad video models 

■ Supports video resolutions up to 1600 x 1200 

■ Video tuning and skew adjustments available 

■ Dual version allows another KVM near computer 



Cry srtal View™ Pro 

Extends keyboard, video, mouse, 
audio and serial up to 33,000 ft 

■ Supports DVI video resolutions up to 1920 x 1200 

■ Supports Fiber or CATx cable 

■ Supports singlemode or multimode fiber cable 

■ Supports PS/2 or USB keyboard and mouse 

■ Supports for local KVM station 

■ Fully automatic KVM sharing 




ViewLink™ 

Extends keyboard, video, 

& mouse up to 1000' over CATx 

■ Automatic compensation and equalization 

■ Automated video skew adjustments 

■ Models available for PS/2, USB or both 

■ Video resolution up to 1600 x 1200 

■ Compatible with KVM switches 

■ Operating system independent 



Organize, Streamline Server Rooms 




RackView™ 

15", 17", 19", 20" LCD flat panels 
Fold forward & backward designs 

■ Built-in single or multiple user KVM switch options 

■ Supports AT/XT, PS/2 and Unix computers 

■ DVI and S-video options available on 19" and larger LCD 

■ LCD flat panel and keyboard can be sold separately 

■ Available with full size, full function Sun keyboard 

■ Optional multi-media version with TV tuner Si stereo speakers 



ROSE us 

ROSE EUROPE 
ROSE ASIA 
ROSE AUSTRALIA 



281 933 7673 
+44(0) 1264 850574 
+ 65 6324 2322 
+ 617 3388 1540 




^ KVM Accessories 



RackView™ Panel Mount LCD 

Mounts vertically in a standard 
19" rack 

■ Available with a 15", 17", 19", 20", or 23" LCD 

■ 19" and 20" models support DVI and VGA inputs 

■ Resolution up to 1280 x 1024 

■ Fits In 7 - 9 racl< units (Depending on model) 

■ DVI and S-video options available on 19" or larger LCD 

■ Quick and easy rack mounting installation 





VideoSplitter™ CATS 

Distribute, amplify & extend 
video to 6 or 12 monitors 

■ Video resolutions up to 1600 x 1200 

■ Each remote monitor can be up to 1 ,000' 

■ Optional Audio and Serial 

■ Easy to install 

■ Rack mountable chassis 



800-333-934 

WWW.ROSE.COM 

Rose Electronics 10707 Stancliff Road - Houston, Texas 77099 
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82° 

Skin starts to warm. 
Ice starts to melt 
Equipment starts to fry. 



For over 40 years, we've been 
the industry innovator in 
precision environmental control. 

Specializing in: 

■ Precision cooling units built 
to your specifications, 

■ Short lead times. 

■ Advanced control systems. 

■ Ultra-reliable technology. 

Da ' 

DATA AIRE INC. 

The reliable choice in 
precision cooling equipment, 

714-921-6000 

Get your free Building Owner's 
Guide to precision cooling 
at wwv^. DataAire.com 




Branch Circuit 
Protection... 
Are you 
lieaded 
in the right 
direction? 



Circuit Breakers - Reliable and Resettable 




Product \^ Releases 



Clients 



■ AquaFold has launched Aqua Data 
Studio 6.5, which provides administration 
and query tools for Oracle, DB2, Microsoft 
SQL Server, MySQL, Sybase, Informix, 
and PostgreSQL on Linux, Apple OS X, 
and Microsoft Windows. Version 6.5 adds 
Source Control Support for Subversion and 
CVS. Source Control support lets more than 
one user store and update scripts and other 
files so that versioning software is not nec- 
essary. Version 6.5 also includes SQL 
Debugger for Sybase and Oracle, as well as 
Excel- supported grids, pivot grids, graphs, 
and charts. The pivot grids and graphs 
appear on multilevel split-panes, and con- 
figurations can be saved and reloaded. Aqua 
Data Studio 6.5 also includes enhancements 
for Schema, Directory, and File difference 
tools, such as Object Permissions, Filtering 
by File Size, Background Processing, 
Refresh, Data Compare, Save as HTML, 
Preview in Browser, Difference Count, 
Results Difference, and Drag & Drop func- 
tionality for File Diff. A single-user com- 
mercial license costs $399, and multihcense 
purchase discounts are available. 



■ Intel has announced it is extending life 
cycle support for its Q35 Express chipset 
for embedded and communications applica- 
tions that require graphics. The company 
says the Q35 provides a 50% savings in 
power over Intel's previous-generation 
Q965 Express chipset. The Q35 includes a 
13.5W thermal design, which Intel says is 
ideal for low-power, small-motherboard 
form factors in use with interactive clients, 
print imaging, digital security surveillance, 
and network security applications. The Q35 
supports such new chipset technologies 
as Intel Virtualization Technology for 
Directed I/O, Intel Active Management 
Technology 3.0, and new Intel Rapid 
Recover Technology with Matrix Storage 
Technology for data protection. Intel says 
the Q35 is validated with the Core 2 Duo 
E6400 with Intel Virtualization Technology 
and Core 2 Duo E4300. 



■ Novell announced the availability of its 
Novell Open Workgroup Suite Small 
Business Edition, a SuSE Linux Enterprise- 
based IT application. Features include 
Novell GroupWise, Open Enterprise 
Server, SuSE Linux Enterprise Server, 
SuSE Linux Enterprise Desktop, and the 
OpenOffice suite. Combined, these features 
facilitate email, task management, calen- 
daring, storage, print services, remote man- 
agement, and desktop productivity. Up to 
200 users and five servers can use one 
suite, which is designed for quick setup. 



Messaging & Telephony 



■ Aculab announced ApplianX Gateway, 
a function of the Microsoft Office Com- 
munications Server 2007, to support a 
range of protocols as a hybrid gateway, 
including such telephony protocols as 
PRI/ISDN, Tl robbed-bit. El CAS, Rl, 
R2, AT&T, and NI2. ApplianX Gateway 
is available with two or four El/Tl trunks, 
as well as dual redundant Ethernet connec- 
tions and power supplies. Easy to deploy, 
ApplianX Gateway allows administrators 
and enterprises to reach the potential of 
Office Communications Server 2007 in a 
mixed IP and TDM environment. 



■ Akonix L7 Enterprise v6.2 is the latest 
version of the complement to Office 
Communications Server 2007. Version 6.2 
archives IM traffic and provides manage- 
ment of policy, compliance, and security, 
the company says. Akonix L7 Enterprise 
can secure Office Communications Server 
2007 instant messaging to networks such as 



AOL IM, Windows Live Messenger, and 
Yahoo! Messenger. 



■ Citrix announced EasyCall, a client for 
the Platinum Editions of Citrix NetScaler 
and Citrix Presentation Server that automati- 
cally embeds communications capabilities 
into an application as a core property of a 
company's existing application delivery 
infrastructure. Communication-enabling 
applications can use EasyCall to initiate 
click-to-call capabilities from any telephone 
number within any application using a com- 
pany' s existing corporate phone system. The 
click-to-call-enabled corporate directory 
automatically synchronizes with an organi- 
zation's main directory, as well as a call log 
that allows users to redial commonly used 
numbers. EasyCall works with both legacy 
and IP-enabled telephone systems, and it 
includes an XML Web service that can be 
embedded directly into any Web application 
or Web site to provide a Call Now button for 
users. 



■ Dell launched its UC (Unified Commu- 
nications) platform, which consists of soft- 
ware and services designed to help organiza- 
tions manage their communications options, 
such as email, telephony, voicemail, audio 
and videoconferencing, instant messaging, 
and SMS text messaging. UC, as its name 
implies, is a modular product that brings 
together traditionally disparate technologies 
into a single, easy-to-use interface. The four 
modules that make up UC include the Core 
Office Communication Server 2007, Office 
Communication Server: Telephony, Audio 
and Video Conferencing, and Exchange 
Unified Messaging. 



■ EMC announced new information infra- 
structure software and consulting services 
created to support Microsoft Office Com- 
munications Server 2007. EMC Global 
Services aims to assist organizations with 
planning and design, technology pilots, and 
full-scale deployments. EMC's solution 
suites for Exchange Server 2007 and SQL 
Server 2005 help organizations better man- 
age data at all stages of the information life 
cycle, with security enhancements that 
ensure that data never falls into the wrong 
hands. EMC's offerings focus on perfor- 
mance and scalability and support functions 
such as backup and recovery, business con- 
tinuity, security, operational management, 
archiving, and compliance. 



■ LG-Nortel has released the LG-Nortel IP 
Phone 8500 series of devices that have 
been optimized to work with Microsoft 
Office Communications Server 2007 and 
Office Communicator 2007. The series of 
devices are designed to allow easy access 
to unified communications such as VoIP, 
directory dialing, calendar integration, call 
diversion, and presence checking while 
away from a fixed office location. Devices 
in the series include the 8540, which fea- 
tures a 5.7-inch color touchscreen, wide- 
band audio for voice clarity, and biometric 
locks; the 8501, which is a PC peripheral 
for the desktop; and the Bluetooth-capable 
Wireless Headset 8502, which has a range 
of 10 meters. 



■ Microsoft has announced its new unified 
communications software offerings, aimed 
at streamlining workplace communications 
and reducing the cost of the average corpo- 
rate VoIP system. New offerings include 
Microsoft Office Communications Server 
2007, Microsoft Office Communicator 
2007, Microsoft Office Live Meeting, 
Microsoft RoundTable, and a service pack 
update of Microsoft Exchange Server 2007. 



■ Polycom announced a suite of CX uni- 
fied communications devices for users of 
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Microsoft Office Communications Server 
2007. Building on the CXI 00 announced in 
August, Polycom now offers broad support 
for Office Communications Server 2007 
through three additional high-definition, 
wideband VoIP endpoints: the CX200, 
CX400, and CX700. The CX200 Desktop 
Phone is a USB peripheral for Office 
Communicator 2007 that features a full- 
duplex speakerphone, handset, and pres- 
ence status indicator. The CX400 Cordless 
Phone is a wireless handset with a desktop 
base station that connects via USB. It fea- 
tures a presence display, 30-foot wireless 
reception range, and 10-hour talk time. 
Polycom' s CX700 IP Phone is an executive 
standalone IP telephone that delivers pres- 
ence and directory capabilities with a color 
touchscreen, USB and Ethernet ports, and a 
biometric fingerprint reader for enhanced 
security. 



■ Unisys has launched Messaging and 
Unified Communications services, a pro- 
gram that assists people-ready businesses in 
using new Microsoft unified communica- 
tions technologies. Organizations will get 
help from the Unisys services, along with 
Microsoft technologies, in converging their 
disparate voice, data, and video communi- 
cations technologies into a unified IP-based 
network infrastructure. By using Microsoft 
Exchange Server 2007 and Microsoft 
Office Communications Server 2007, users 
will get a simplified approach to creating, 
storing, and retrieving messages and com- 
munications across global organizations. 
Additionally, users will receive communi- 
cations platforms that can provide quicker 
and more accurate decision making, imme- 
diate access to information, and the ability 
to bridge wide gaps in geographic location. 



Networking & VPN 



■ 01 Communique released the latest ver- 
sion of its remote access software, I'm 
InTouch. The program enables remote access 
for single or multiple users who need to 
access PCs remotely and is useful for con- 
ducting training sessions and presentations. 
The software supports Web cam streaming, 
file printing, and file/folder transfers. It also 
lets users access Outlook remotely and run 
other applications from their PCs over the 
Internet. I'm InTouch 6.0 now supports dual 
monitor usage, as well as Windows Vista's 
Calendar, Contact, and Windows Mail fea- 
tures. It also improves performance by letting 
users temporarily disable the PC's desktop 
background. I'm InTouch now also includes 
a chat feature that lets users chat with the 
person at the remote computer. According to 
01 Communique, presenters and remote 
trainers will find this feature particularly use- 
ful, as they can converse with remote users 
without the need of a conference call. 



■ Agito Networks has announced the 
RoamAnywhere Mobility Router. This router 
incorporates RF-based technologies to ensure 
that the device remains location-aware at all 
times while providing connectivity for voice 
and data applications. The RoamAnywhere 
Mobility Router is compatible with most 
mobile carriers and hardware providers. 
RoamAnywhere is for Nokia/Symbian and 
Windows Mobile dual-mode phones. Agito 
Networks' RoamAnywhere Mobility Router 
works together with RoamAnwhere Client 
agents that operate on mobile phones. The 
router also has a Web-based GUI and is scal- 
able to thousands of users. 



■ Attachmate has released Reflection for 
IBM 2007 for terminal emulation. This 
product is Windows Vista-certified and 
also supports WinXP and Microsoft Office 
2007. Reflection for IBM 2007 includes 
features previously found in Attachmate 's 



EXTRA! Reflection and INFOConnect 
products. However, Reflection IBM 2007 
is now a single product that provides 
the productivity and security tools that 
were earlier only available by using multi- 
ple products. Attachmate Reflection for 
IBM 2007 is compatible with LDAP 
Directory Services (including Microsoft 
Active Directory), Microsoft Group Policy, 
IPv6, Microsoft Terminal Server, Citrix, 
and PKI (Public Key Infrastructures). It 
also provides client-side support for 
SSL/TLS, SSH, Kerberos, and SOCKS. 



■ Bandspeed has announced a new Air- 
Maestro WLAN management program and 
access point targeted at SMEs. The Air- 
Maestro WLAN Management Software 
features distinct WLAN monitoring and 
management consoles that provide remote 
and centralized WLAN management. The 
software offers rogue access point notifica- 
tion and site surveying capabilities. It also 
provides RE environment diagnostics 
remotely (including interference classifica- 
tion), thanks to a dual-band spectrum ana- 
lyzer. The AirMaestro 3 100 AG Virtual 
Controller Access Point provides access for 
802.11a/b/g clients simultaneously. It has 
three independent radios, one of which can 
be configured for interference detection and 
management of rogue APs. The AirMaestro 
access point and software combine to pro- 
vide several features, including handoffs 
between APs faster than 50ms, according to 
Bandspeed. The package also offers instal- 
lation and configuration wizards. 



■ BlueCat released version 2.1 of Pro- 
teus, its IP address management platform, 
which can now act as central management 
for remote locations' Windows DNS and 
DHCP servers. Other new features in- 
clude usability improvements, event noti- 
fication, and in-depth data checking. The 
service layer can continue to run after an 
outage, and there are object tagging and 
audit trail capabilities, too. 



■ Citrix unveiled both the Citrix XenServer 
for server virtualization and the Citrix 
XenDesktop, an enterprise-class platform 
for managing server virtualization in the 
data center as a flexible, aggregated pool of 
computing and storage resources. The prod- 
uct line ranges from the Citrix XenServer 
Express Edition, a single-server solution 
available for free download, to the more 
comprehensive Citrix XenServer Enterprise 
Edition, which was formerly XenEnterprise. 
Citrix XenDesktop is an integrated desktop 
delivery system that helps deliver Windows 
desktops to workers over the network. 
Citrix XenDesktop combines a desktop 
delivery controller with Xen virtualization 
infrastructure to host virtual desktops in the 
data center. Virtual desktop provisioning 
helps customers stream a single desktop 
image on demand to multiple virtual ma- 
chines in the data center. 



■ Serverlron, Foundry Networks' family 
of application delivery switches, supports 
secure load balancing for Web conferenc- 
ing, VoIP, audio/videoconferencing, and 
instant messaging services tied into Mi- 
crosoft Office Communications Server 
2007. The application delivery switches 
include network and application intelli- 
gence to give customers high performance 
to improve efficiency and uptime in com- 
munications services. The newest version 
of Serverlron includes integration with 
Microsoft Exchange Server 2007, allowing 
users to make, receive, and manage VoIP 
calls using Office Communications Server 
2007 from wherever they are without need- 
ing to establish a VPN connection. 
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■ HP announced HP BSM (Business 
Service Management), an application 
designed to help businesses monitor infra- 
structure and network management, miti- 
gate risk, and reduce the costs of downtime. 
Many components of the application have 
been updated, including HP Operations 
Center 8.0, HP Network Management Cen- 
ter 8.0, HP Business Availability Center 
7.0, and HP Universal CMDB (Configura- 
tion Management Database) 7.0. The up- 
grades are intended to help users reduce the 
negative impact of network devices, under- 
stand how infrastructure and server prob- 
lems affect businesses, and keep businesses 
running smoothly. 



■ Claiming an industry first, IBM has 
announced software called IBM Master 
Data Management Server. SOA businesses 
can use it to manage account, product, and 
customer data in a central way that's acces- 
sible and usable across the enterprise. It will 
offer all of the features of WebSphere 
Customer Center, plus new data governance 
features, not to mention easier deployment 
and integration. A beta testing program will 
be announced. 



■ Netcordia released its NetMRI2.3, which 
it says provides enterprises with more real- 
time capabilities, including event analysis, 
help desk and operations staff support, updat- 
ed support for recent Cisco Unified Com- 
munications Manager versions, and new 
WLAN support. Netcordia says a key feature 
included in NetMRI2.3 is an ability to identi- 
fy and inform businesses of network prob- 
lems in real time, which allows managers to 
stay ahead of service-impacting problems. 
Additionally, managers can automatically 



collect, store, and index event data, as well as 
analyze network problems with integrated 
NetMRI best-practice rules. The release sup- 
ports the Cisco 4400 series WLAN con- 
trollers, while Unified Communications 
Manager support will let managers track all 
active VoIP network components. 



■ NetlQ has announced Aegis, which pro- 
vides management and automation tools for 
many IT functions. Aegis is compatible 
with products from all vendors and pro- 
vides modeling, automation, and measure- 
ment tools for IT processes. This new prod- 
uct provides RBA (Run Book Automation) 
to automate manual, repetitive tasks. It also 
helps companies integrate ITIL best prac- 
tices into their own operations. Aegis will 
include integration with NetlQ products, 
BMC Remedy, EMC Smarts, and other 
third-party products for IT process automa- 
tion. Aegis' features include Enterprise 
Service Bus, Process Automation Engine, 
Process Visualization, Process Improve- 
ment Metrics And Reporting, Workflow 
Modeling, and Correlation Engine. Pricing 
for NetlQ Aegis depends on managed 
objects, management servers, and connec- 
tors to third-party products. 



■ Oracle and HP teamed to deliver com- 
plete software, hardware, and service solu- 
tions for midsized companies through the 
Oracle Accelerate solutions. Cost-effective 
and low-risk, Oracle Accelerate provides 
customers with flexibility, scalability, and 
optimization continuity for secure and effi- 
cient use of business applications. Oracle 
Accelerate combines HP storage and server 
technology, including the HP BladeSystem 
c3000, HP StorageWorks products, HP 
ProLiant server, and HP Integrity server, to 



take advantage of Oracle E-Business Suite 
and JD Edwards EnterpriseOne for compa- 
nies of 25 to 200 users. 



■ The PrintNet Enterprise Suite printer 
management software from Printronix has 
been updated, the company says. The new 
version is more powerful yet has a simpli- 
fied interface. Its Auto-ID Data Manager 
tracks and maintains audit trails of the bar- 
codes and RFIDs each printer encodes. The 
Automatic Job Capture feature offers a 
snapshot of print jobs as received at the 
printer to help determine possible points of 
network data corruption. And the Data 
Stream Adapter can make it easy to adapt 
legacy software to new mandates, such as 
barcode placement or text size. 



■ Radware has announced the release of 
Inflight 3.0, which gives users the ability to 
deploy a business-event delivery platform 
across an enterprise in real time with no 
impact to applications or users. The company 
says this version includes new features that 
will facilitate and quicken deployment for 
users in response to changing business envi- 
ronments. Version 3.0 include features that 
focus on three areas — Solution Templates, 
Administrative User Interface Capabilities, 
and Stateful Business Support — which, when 
combined, give enterprise customers a plat- 
form to transform IT operations into a real- 
time, event-driven enterprise. Solution 
Templates are built on the company's 
Inflight Template Language, while the 
improved interface includes enhanced mes- 
sage output formatting, flexible content pars- 
ing, and template-based execution. 



■ Tektronix has released Spectra2 XL, an 
upgrade to the Spectra2 VoIP and IMS test 



platform with features that meet the needs 
of evolving VoIP networks and the grow- 
ing IMS market. The Spectra2 XL solution 
includes widespread VoIP, video telephony 
IMS, and converged network testing, all on 
one system. It also supports passive moni- 
toring, protocol testing, and large-scale 
load generation. Load generation capacity 
for SIP testing on the Spectra2 XL is 
increased by up to 800% from the Spectra2, 
and capacity for the testing of other VoIP 
and IMS protocols is also increased. 



Physical Infrastructure 



■ Avtech released its Room Alert 26WO 
environmental monitor, which watches out 
for flooding, smoke, and motion in the 
room, as well as for exceeded parameters 
of temperature, power, and humidity. The 
UPS-backed, $995 gadget can alert system 
administrators to the condition for quick 
response. It can also shut down servers to 
avoid data loss. 



■ Tripp Lite introduced a line of Safety 
Series Surge Suppressors designed to pro- 
tect connected equipment from damage 
caused by surges, spikes, and line noise in 
harsh working environments. Tripp Lite 
Safety Series Surge Suppressors are avail- 
able in five models— the TLM825SA, 
TLM812SA, TLM615SA, TLM609SA, and 
TLM626SA — and provide reliable surge 
and line noise protection with up to 3,600 
joules of surge absorption. Tripp Lite Safety 
Series models include transformer outlets 
that accommodate multiple transformers 
without blocking other outlets. Long 
grounded power cords up to 25 feet in length 
reach the most distant outlets and include an 
Go to Page 1 7 
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integrated cord clip. A lighted on/off switch 
provides power control over connected 
equipment, and an integrated circuit breaker 
protects against dangerous system overloads. 
Four included safety covers shield unused 
outlets from debris and accidental contact. 
All Safety Series Surge Suppressors are 
housed in a rugged metal case that stands up 
to the harshest environments. 

Tripp Lite also introduced the B 020-008- 
17-IP, its newest 8-Port NetDirector 
Console KVM Switch with onboard IP 
remote access. The B020-008-17-IP 8-Port 
IP Console KVM Switch provides advanced 
security features such as password protec- 
tion and advanced encryption technologies, 
including 1,024-bit RSA, 256-bit AES, 56- 
bit DES, and 128-bit SSL. A 17-inch video- 
quality (1,280 X 1,024) LCD offers a larger 
viewing area and greater ease in managing 
multiple open windows and scrolling 
through long file lists. The console com- 
bines the LCD with a full-featured keyboard 
with a numeric keypad, a touchpad, and an 
8-port KVM switch, all in lU of rack space. 
The B020-008-17-IP is mounted in an easy- 
glide drawer that stores neatly in the rack 
and pulls out when needed. Hot-pluggable 
operation allows the addition or removal of 
PCs or servers without the need to power 
down the unit. A built-in firmware port 
allows upgrades from the administrator's 
computer to the KVM switch. 



Security 



■ AirTight Networks has introduced 
SpectraGuard Enterprise 5.5, which now 
includes integration with Cisco WLC, loca- 
tion-based policy administration, and pro- 
tection for a variety of threats, including 



those related to 802.1 In wireless technolo- 
gy. The product's Cisco WLC integration 
support can reduce sensor count by as 
much as 30%, according to AirTight 
Networks. SpectraGuard Enterprise 5.5 
provides WIPS functionality and lets com- 
panies take advantage of location-based 
policy administration to avoid attacks. With 
SpectraGuard 5.5, device inventory is auto- 
matically synchronized. Current Spectra- 
Guard Enterprise customers can receive the 
update to Version 5.5 at no cost. New cus- 
tomers can receive a Starter Kit with 
SpectraGuard Enterprise 5.5 server and two 
sensors for $9,995. An upgrade license 
($4,995) is necessary for companies that 
want to use SpectraGuard Enterprise for 
location-based policy management. 



■ CA announced new versions of five 
products for IBM z/OS to help secure and 
automate the protection of corporate IT 
resources. CA ACF2 and CA Top Secret 
rl2 for z/OS provide access control for 
z/OS operating systems, and a new Com- 
pliance Information Analysis feature 
enables analysis and reporting of user enti- 
tlements, groupings, and administrative 
privileges. CA Auditor rl2 for z/OS pro- 
vides auditing, integrity check, and verifi- 
cation capabilities; the addition of FIPS- 
200-compliant baseline analysis functions 
and analysis support for z/OS Unix System 
Services helps auditors achieve compliance 
and determine risk. CA Cleanup rl2 
removes outdated access rights to address 
information security, protection, and priva- 
cy regulations. CA Tape Encryption rl2.5 
automates the management of cryptography 
processes that safeguard critical data stored 
on z/OS managed tapes. 



■ Centennial Software released the 
Device Wall CAE (Content- A ware Edition), 
security software to help organizations pre- 
vent the transfer of files to or from unau- 
thorized portable devices. DeviceWall CAE 
lets you manage USB drives, portable hard 
drives, smartphones, and MPS players with 
content-filtering technology. The CAE 
technology can identify the original nature 
of a file to combat attempts to copy sensi- 
tive files by renaming them or changing the 
file extensions. This provides managers 
with a better understanding of what files 
are being transferred between PCs and 
authorized devices. DeviceWall provides 
granular control over who has access to 
what devices and can set a time limit on 
how long the user has access. 



■ Clearswift released a new email firewall 
that protects businesses from malware, 
spam, and viruses. The MIMEs weeper for 
SMTP Edge Server uses TLS encryption to 
offer a confidential communications link 
that, according to Clearswift, businesses 
can use for communication between the 
business and its partners. Thanks to Edge 
Server, MIMEsweeper Policy Servers can 
stand inside the network and focus on con- 
tent management and policy enforcement. 
The server includes ThreatLAB managed 
lists; multiserver peering; Grey Listing 
capabilities; DNS -based filters using SPF, 
RBL, and SURBL; and Bayesian, heuristic, 
and signature search engines. It also has 
Clearswift' s TRUSTmanager services and 
SPAMlogic antispam engine and offers 
multiserver support for policy, reporting, 
and quarantine management. 



■ Core Security Technologies announced 
CORE IMPACT v7.5, which features the 



addition of Web application penetration 
testing capabilities. CORE IMPACT v7.5 
helps users assess an organization's securi- 
ty posture against the penetration of net- 
work defenses via exploits in server operat- 
ing systems and services, the deception of 
employees via email-based social engineer- 
ing attacks, and the manipulation of Web 
applications to access data by SQL injec- 
tion and remote file inclusion. The Rapid 
Penetration Test methodology lets users 
identify online weaknesses, generate 
exploits to prove the existence of a security 
weakness, and demonstrate the potential 
consequences. CORE IMPACT identifies 
potential vulnerabilities and validates the 
security threats to help customers replicate 
the actions of a real-world attacker against 
custom and customized Web applications. 



■ Crossroads Systems released its SurePath 
ShareLoader appliance, a plug-and-play 
device that is designed to help organizations 
secure critical data in Windows-based plat- 
forms, regardless of where that data originat- 
ed. SurePath ShareLoader is a centrally 
located repository that delivers data protec- 
tion capabilities for laptops, desktops, and 
remote offices. Authorized employees can 
also easily retrieve lost data themselves with- 
out requiring expert help. ShareLoader uses a 
combined disk- and tape-based storage 
approach. The unit connects to the IP-based 
network, supports lossless data compression, 
and can be run with up to 100 machines. 



■ Enterasys Networks announced the 
Enterasys ENS (Enterprise Notification 
System), its new on-demand alert system 
targeted at business, government, and 
school campuses. The Enterasys ENS alerts 
Go to Page 18 
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preregistered users and campus guests who 
are connected to the business' network and 
displays emergency messages on all net- 
work-connected computers during emer- 
gency events. According to Enterasys, a 
major benefit of ENS that many other sys- 
tems don't offer is that it can reach anyone 
with a network, regardless of whether he 
has previously enrolled in a program to 
receive alerts. Authorized emergency re- 
sponders and law enforcement personnel 
can customize the message and apply a 
color-coded threat advisory, and responders 
can direct the emergency messages to indi- 
vidual buildings or floors, at which point 
the network users' Web communications 
redirect to the ENS Web page, which dis- 
plays the message. Users can return to their 
original Web page after acknowledging the 
message. Businesses and schools can also 
use the system as a silent alarm. 



■ HP introduced HP Secure Print Advan- 
tage, an automated, hardware-based solu- 
tion that enables the secure printing of sen- 
sitive documents in corporate networks and 
lets IT set and enforce policies across sys- 
tems, applications, and the print network. 
To safeguard against malicious attacks, the 
solution integrates both FIPS 140-2 Level 4 
and Common Criteria EAL 4+ security 
technology into print environments. The 
solution's backbone technologies deliver 
full encryption and policy controls with 
audit logging throughout the entire print 
life cycle. Its secure document server 
receives a print job from an encrypting 
client module and inspects it for malware 
within a secure hardware boundary. Based 
on the results of the inspection, the docu- 
ment is either terminated or re-encrypted 



and delivered to a secure print module for 
printing. If a document is intended for one 
or more recipients, it is sent to the Secure 
Document Server, where it waits for neces- 
sary credentials at the printer before print- 
ing the document. 



■ Promisee has announced InnerSpace, a 
network security application designed for 
greater ease of use and centralized manage- 
ment and based on CESM (Clientless 
Endpoint Security Management) technolo- 
gy. Key features of the application include 
centralized command and control, Endpoint 
Management Platform for smooth manage- 
ment of third-party security applications, 
customizable search criteria, and two differ- 
ent user interfaces for different assignments. 



■ Reflex Security introduced the Reflex MG 
series, a new line of network security switch- 
es that gives users integrated, high-availabili- 
ty 1/lOGbE network security, as well as 
switching at the core, distribution, and access 
layers. True multi vector security and net- 
working functionality are also provided by 
Reflex MG switches in response to new chal- 
lenges that require a device deployed at the 
heart of the network. The line includes the 
MG5 and MGIO, and the MGIO comes in a 
high-availability lOGbps platform. An inte- 
grated security manager console with ad- 
vanced network discovery, reporting, and 
remediation tools is also provided. 



■ Tangent has announced the release of 
Web Hawk 3.0, a second-generation content 
filtering product that's designed with real- 
time content recognition and standard URL 
list technology. According to Tangent, the 
real-time content recognition features make 
Web Hawk more effective for administrators 



to block access to proxy sites and foreign- 
language adult-content Web sites. Additional 
features include Active Directory Integration, 
flexible rules and monitoring, page-level 
blocking, email alert notifications, and real- 
time Internet traffic and bandwidth utiliza- 
tion reporting. 



Storage 



■ Crossroads Systems introduced the 
newest revision of its Crossroads SurePath 
RVA (ReadVerify Appliance), a device 
that lets users manage and monitor data 
saved to tape libraries and drives. SurePath 
RVA 2.0 is a restoration assurance offering 
in the form of a standalone plug-and-play 
unit that tracks the overall readability of 
data recorded to tape. RVA 2.0 delivers 
proactive data integrity assurance for enter- 
prise-class tape libraries; enhanced scala- 
bility and openness with systems support of 
Sun's Automated Cartridge System Library 
Software libraries; and enhanced integra- 
tion, better performance, and centralized 
management through SNMP support. 



■ DataCore Software announced its 
SANmelody-based suite of VIE (Virtual 
Infrastructure Foundation) Acceleration 
Bundles, which are ideally suited to the 
iSCSI virtual SANs and business continu- 
ity and disaster recovery needs of SMEs. 
The offerings also cover fault-tolerant 
shared storage for virtual server systems. 
DataCore' s new bundles include the VIE 
Acceleration SAN Bundle for Small 
Business, the VIE Business Continuity 
Acceleration BC Starter Bundle for 
Midsize Enterprises, the VIE Disaster 
Recovery Acceleration DR Starter Bundle 
for Midsize Enterprises, and the VIE 



Business Continuity & Disaster Recovery 
Acceleration BC/DR Bundle for Midsize 
Enterprises, which start at $1,000, $8,000, 
$8,000, and $14,000, respectively. 



■ FalconStor announced the release of two 
new VTL (Virtual Tape Library) products, 
the EalconStor VTL Storage Appliance and 
the EalconStor VTL Virtual Appliance. The 
VTL Storage Appliance provides turnkey 
data protection for remote office, departmen- 
tal, and midmarket customers by offering 
instant backup. Within 30 minutes, the 
Storage Appliance can be deployed to the 
existing environment to export or duplicate 
physical tape drives or libraries. Virtual 
Appliance, on the other hand, delivers ready- 
to-run VTL solutions for virtual machines 
running under VMware Virtual Infrastructure 
3 environments. 



■ Fujitsu announced the ETERNUS 2000 
SAN. Aimed at small to midsized enterpris- 
es, the ETERNUS 2000 is designed to be 
eco-friendly with efficient power consump- 
tion and long system life. The SAN can be 
set up via a Web browser and features 
MAID (Massive Array of Idle Disks) tech- 
nology, hot-swappable components, three- 
tiered storage, and simplified management 
with 2TB of storage. 



■ The Neverfail Group is targeting its new 
Neverfail Replicator at business processes 
that can tolerate certain amounts of down- 
time. The data replication system offers 
remote disaster recovery options or high 
local availability, thanks to the Neverfail 
Low Bandwidth Module, which can com- 
press replication traffic in WAN settings. 
The replicator provides the replicated data on 
a secondary server, so if the primary server 
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fails, the secondary server lets the applica- 
tions resume without the need to recover 
data. In some situations, the application may 
need to be restarted, and users may need to 
be reconnected. To that end, Neverfail Repli- 
cator lets administrators create custom scripts 
that configure the application to automatical- 
ly restart or complete other application 
failover tasks. The Neverfail Replicator is 
available for $4,250 per server pair. 



■ Plasmon has announced Archive File 
Manager, designed to pull static data off 
NAS- and SAN-based storage and move or 
copy it to Plasmon' s UDO Archive Appli- 
ance or the Enterprise Active Archive. The 
file manager gathers information concern- 
ing storage capacity levels and data usage 
from file systems to give businesses an 
understanding of how storage is utilized 
and what types of data are being stored. 
Additionally, the file manager eliminates 
backup issues dealing with static data by 
automatically migrating data to an archive 
tier, thus providing low-cost, secure, and 
permanent retention. Archive File Manager 
was made possible through a partnership 
with ARKIVIO to give businesses an easy 
method of discovering static files and fixed 
content on a NAS filer. The product will be 
available in Standard and Expanded edi- 
tions later this month. 



■ Spectra Logic has expanded its T-series 
tape library — a data storage and investments 
preservation tool — with the new midrange 
Spectra T200, T380, and T680. Spectra now 
provides a seamless growth path from one 
to 24 tape drives, 50 to 680 slots of tape 
media, and up to 136TB of disk storage in a 
single rackmount unit. With Spectra's 
TranScale, customers can use their original 



tape drives, power supplies, robotics, Tera- 
Packs, media, and control modules in the 
expanded library frame as data grows. All 
configuration, worldwide name, and serial 
number information is preserved, so there is 
no need for host reconfiguration. 



■ STORServer announced the release of its 
Reporter for IBM TSM (Tivoli Storage 
Manager) and Agent for VMware Consoli- 
dated Backup. STORServer Reporter for 
TSM continuously captures data from TSM 
servers to provide administrators with 
reports and alerts of current server environ- 
ments, allowing for analysis in trending, 
hardware utilization statistics, and configu- 
ration inconsistencies. STOR-Server Agent 
for VMware Consolidated Backup manages 
backups and reduces costs by centralizing 
the backup of VMware to the TSM server, 
which eliminates the need for individual 
backups and allows virtual machines to con- 
tinue to operate without impacting backup 
operations. 



■ Symantec has announced integration 
with Altiris technology in an effort to pro- 
vide its users with Symantec Backup Exec 
System Recovery 7.0. The integration will 
allow Altiris administrators to quickly 
recover complete Windows systems, in- 
cluding those in remote locations. Addi- 
tionally, Symantec Backup Exec System 
Recovery 7.0 will allow for widespread 
reporting, status, backup job, and overall 
system protection information in the Altiris 
CMDB (configuration management data- 
base). It also gives Altiris management 
users the ability to transform physical sys- 
tems to virtual (P2V) and virtual back to 
physical (V2P), while also performing 
granular recovery for Microsoft Exchange. 
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Three-Phase Zone Power Solution 
Targets High kW Loads 



Geist ZP Series PDUs Expand 
To 34kW For Blade Server Applications 



Geist Manufacturing's ZP 
(Zone Power) Series has ex- 
panded to offer 80- and 120- 
amp three-phase applications 
in addition to the popular 60- 
amp three-phase series. The 
products offer the ability to 
add per-phase and per-outlet 
monitoring, and they feature 
hard-wired connections to 
keep installation costs in 
check. 




Higher kW Loads 

As blade server applications 
continue to grow in both popu- 
larity and power consumption, high-densi- 
ty applications continue to require more 
power. Cabinet manufacturers are working 
to handle heat loads approaching the 
30kW range. To date, no PDU manufac- 
turer has offered a single solution capable 
of delivering the power required to operate 
a single rack full of blade servers with a 
single input. The new 80-amp and 120- 
amp three-phase ZP PDUs from Geist 
tackle that obstacle. 

By providing up to 34kW in a single 
feed, blade-filled cabinets can be supplied 
power with a single feed or with only two 
feeds in redundant applications. Before 
this offering, four each 60-amp x three- 
phase feeds were required to feed any 



Geist Manufacturing's 80- and 120-amp 
Zone Power Series three-phase PDUs feature a 
removable plate (above) for hardwiring 
As with other Geist ZP Series PDUs, they come in 
vertical and horizontal configurations 



redundant applications higher 
than 17kW. Increased power 
feeds lead to airflow restric- 
tions, increased installation 
costs, and decreased availabil- 
ity of breaker space in power distribution 
panels. 

The new 80- and 120-amp ZP series 
from Geist Manufacturing feature a 
removable plate for hardwiring. Typical 
high-current cord- and plug-connected 
equipment can cost hundreds of dollars 
more per whip to deploy. Cost is added to 
the PDU itself by requiring a heavy-gauge 
cord and an expensive pin and sleeve 
plug. Additionally, onsite electricians 
must purchase and install expensive 



device boxes and pin and sleeve recepta- 
cles for each deployed strip. By extending 
the three-phase whip directly into the con- 
venient power distribution block in the 
bottom of the PDU, materials and labor 
cost are decreased and reliability is 
increased. 

Per-Phase & 
Per-Outlet Monitoring 

Both the 80- and 120-amp ZP models 
are available with remote monitoring 
options, featuring local and remote current 
monitoring via digital display and an 
Ethernet (RJ-45) connection. Geist' s new 
EM (Ethernet Meter) options let you: 

• Monitor current by breaker, circuit, 
or phase 

• Load balance with ease at the cabinet 
level 

• Access without downloading software 

• Receive alerts via SNMP traps/alarms 

• Utilize superior GUI interface 

• Download data to XML 

The 80-amp version of the ZP PDU fea- 
tures four internal circuits, each feeding 
three lEC C19 receptacles for a total of 12 
receptacles. The monitored version allows 
local and remote monitoring of the input 
phase currents, as well as remote monitor- 
ing of the current feeding each of the 12 
receptacles. This application is ideally 
suited for blade servers composed of mul- 



tiple lEC C20 power supply inputs, such 
as those sold by IBM, Dell, Sun, and HP. 

The 120-amp version features four inter- 
nal 30-amp circuits feeding L15-30 recep- 
tacles. The monitored version allows local 
and remote monitoring of the input phase 
currents, as well as remote monitoring of 
the each of the 12 phase currents in the 
four internal circuits. This application is 
ideally suited for HPC7000 server applica- 
tions featuring L15-30 inputs to three- 
phase power supplies. 

IVIade In The USA 

As always, Geist' s PDUs are manufac- 
tured in the United States. All products are 
built to order, allowing customers the 
opportunity to have input on the product 
build and still have the product show up at 
your site on time. Geist does not require 
minimum orders or penalize distribution 
partners for drop shipped or rush orders. 

Geist employees are dedicated to princi- 
ples of continuous innovation, integrity, 
and responsiveness to customer demands. 
Customer service professionals are friend- 
ly, efficient, and ready to personally assist 
you Monday through Friday from 7:30 
a.m. to 5 p.m., CST. 



Geist ZP Series 



80- and 120-amp three-phase PDUs that offer 
per-phase and per-outlet monitoring and feature 
hard-wired connections 



(800) 432-3219 
www.geistmfg.com 
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INFO-TECH • INSIGHT 



Arguing For Greater 
Security Spending 



■ In a series of surveys conducted 
during the last 12 months, the Info- 
Tech Research Group has determined that 
enterprises are spending approximately 
7.3% of their IT acquisition budget on IT 
security solutions. While this may sound 
like a lot of money, I'm going to argue 
that it's not enough — not enough by a 
long shot. 

Spending Metrics 

IT Security is put in place 
for one primary reason: to pro- 
tect the enterprise's data. 
While there's no way we can 
definitively say what the data 
of the "average" enterprise is 
worth (heck, how many enter- 
prises actually know what 
their own data is worth?), we 
can definitively say how much 
those enterprises are spending 
to create, store, communicate, and manipu- 
late that data. By then comparing the two 
sets of numbers, we can at least see how 
much of our budget is given to making and 
working with data vs. how much is being 
given to keeping it safe. 

Those surveys mentioned above that tell 
us that 7.3% of IT acquisition spending is 
dedicated to security also give us the fol- 
lowing numbers: 13.5% of IT acquisition 
spending is going to servers; 9.3% is going 
to storage; 10.3% is going to networks; and 
31% is going to workstations. 



This gives us a grand total of 64.1% of 
the entire IT acquisition spending that is 
going toward the infrastructure used to 
create, store, communicate, and work with 
our data. Think about that for a minute — 
we're spending nine times as much money 
to make and use data as we are to ensur- 
ing that it is confidential, integral, and 



available. Does this seem incongruous to 
anyone but me? Why bother going to all 
that expense of making the data (and pre- 
sumably making it right) in the first place 
if we're only going to pay lip service to 
actually protecting it? 

When we further consider that average 
server utilization is anywhere from 5 to 
10% and that average storage array utiliza- 
tion varies between 25 and 35%, I'm forced 
to ask: Are we spending less than we 
should on security because we're too busy 
wasting money on unneeded capacity? 



IVIore Spending IVIetrics 

OK, so maybe you're not convinced; 
maybe you think 7.3% of the IT budget is a 
fair amount of money to spend on IT securi- 
ty. Let's look at the data a different way. We 
already know how much, as a percentage of 
all the money allotted to IT, is being spent 
on security. But how much is that as a per- 
cent of the total revenue of the company? 

Once again, we refer back to Info-Tech 
survey data. This tells us that the average 
enterprise spends just 6.5% of its revenues on 
IT as a whole. Taking this figure and multi- 
plying it by the 7.3% that goes 
to security, we are left with a 
paltry 0.4745% of revenues 
being allocated to security. To 
put that in dollar terms, for 
every $100 of revenues, enter- 
prises are spending on average 
just less than 47.5 cents on 
security, which is about the 
same as a half a cup of bad 
coffee. That's it. And yet we 
wonder why security breaches 
still occur? 

The Insurance Analogy 

To take this discussion in another direc- 
tion, let' s look at the analogy of IT security 
as insurance for the enterprise. Everyone's 
heard this one, and I'll freely admit that 
I've used it myself — as analogies go, it's a 
pretty good one. If IT security is insurance 



for the enterprise, is 7.3% of IT spending a 
reasonable "premium" for our business? 

When we look at car insurance, the aver- 
age purchase price of a new vehicle in the 
United States is around $28,000. The average 
annual insurance premium for that average 
vehicle is about $1,900. That indicates that 
we, on average, spend 6.8% of the purchase 
price of our shiny new cars to insure them 
every year. Compared to that figure, 7.3% 
for IT insurance seems like a reasonable 
expense. However, when you consider that 
the IT infrastructure that supports our busi- 
ness is just a teeny bit more important than 
the pretty hunk of steel, glass, rubber, and (if 
we're lucky) leather sitting in the driveway, 
doesn't it seem strange that we spend rough- 
ly the same amount to protect them both? 

Look, I'll admit that I'm a security evan- 
gelist and that I'm always going to advo- 
cate a higher level of spending in securi- 
ty — there will constantly be new tools to 
implement, old processes to change, and 
additional dedicated staff to hire. These 
changes are warranted, however, because 
there will constantly be new threats discov- 
ered, old vulnerabilities exposed, and addi- 
tional reasons to be attacked. Securing the 
enterprise, its data, and its revenues is an 
essential business process. And in the end, 
isn't that worth at least the price of a half a 
cup of good coffee? 

Send your comments to 
infotech@ processor, com 



IT Security is put in place for one primary 
reason: to protect the enterprise's data. 




g James Quin is a senior research analyst 
H with Info-Tech Research Group. Quin has 
^ worked in the IT field for more than 10 years, 
specializing in IT security services. Quin holds 
a B.A., an Honors B.Sc, and an M.Sc. from the 
University of Toronto. 



Networking & VPNl 



Physical & Virtual Management 

KACE's Integrated Appliances Combine Systems Management 



Virtual MACfflNES, like hardware systems, 
need systems management. As the use of 
virtualization proliferates, IT admins are 
searching for effective ways to add manage- 
ment capabilities for these virtual systems. 

KACE recently announced support for 
virtualized environments and other new fea- 
tures on its KBOX 1000 Series Systems 
Management Appliances and KBOX 2000 
Series Systems Deployment Appliances, 
making them, according to KACE, the first 
integrated appliances for managing both 
virtual and physical environments with a 
common set of management capabilities 
from a single user interface. 




According to Marty Kacin, president and 
CTO of KACE, the KBOX 1000 performs 
IT endpoint network node life cycle mainte- 
nance tasks, including inventory, assess- 
ment, audit, compliance management, and 
reporting, and the KBOX 2000 supports 
centralized provisioning and remote system 
recovery tasks, including bare-metal instal- 
lation, booting on PXE (Preboot Execution 
Environment), native OS installation, or a 



KBOX K-image deployment. KBOX allows 
virtual machine deployment, discovery 
/inventory, patching, updates and policy 
enforcement, and license compliance. 

KBOX appliances can manage a variety 
of guest OSes running on a variety of virtual 
infrastructures. KBOX appliances provide 
agentless deployment of physical and virtual 
machines; KACE also provides a single 
integrated agent to support physical and vir- 
tual environments. 

KACE also announced vState Manage- 
ment, a new KBOX feature responding to 
requests to be able to manage both virtual 
and physical environments simultaneously. 

KACE's new vState Management feature 
reduces central storage, network bandwidth, 
and time needed to reset or reprovision vir- 
tual systems by letting IT reset virtual 
machines to a state defined a K-image file 



October 5, 2007 



manifest in the KBOX Systems Deployment 
Appliance Library. 

To learn more, visit www.kace.com/best- 
practices-in-virtualization to view a new 
white paper on virtualization. 



KACE KBOX Family 



KBOX 1000: $9,900, including first 100 nodes 
KBOX 2000: $12,900, including first 100 machines 

System management appliances that can 
handle both physical and virtual environments, 
for integrated administration and management 

1-877-MGMT-DONE (877-646-8366) 

www.kace.com 
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Improved Application Availability 

A10 Networks' AX Series Next-Generation Server Load Balancer 
Provides Industry's Best Price/Performance 




Two AX Series switches from A 10 Net- 
works are designed to provide reliable, cost- 
effective application-delivery platforms. 

AlO's AX Series is the industry's best 
price/performance advanced traffic manag- 
er, helping enterprises maximize applica- 
tion availability through a scalable, high- 
performance application delivery platform. 



The AX's ACQS (Advanced Core Op- 
erating System) architecture is revolution- 
ary by market standards because of its 
native multisystems support, which 
includes an optimized multi-CPU architec- 
ture built from the ground up designed for 
performance, scalability, and reliability. 

The AX's ACOS architecture scales per- 
formance across multiple decoupled CPUs 
and specialized programmable ASICs lin- 
early to ensure maximum scalable perfor- 
mance, including when all of the features 
are turned on. The AX Series' aRule 



Advanced Scripting technology provides 
ultimate policy creation flexibility to deliver 
rich traffic inspection and switching capa- 
bilities, helping organizations adapt to ever- 
changing conditions and application types. 

The end result is a switch with uncompro- 
mised performance even when all features 
are turned on, which helps organizations 
reduce data center power, server, and rack 
space requirements. Plus, all features are 
included in the standard list price. 

The two newest AX Series appliances, 
2000 and 2100, are 2U appliances designed 
for enterprise data centers and server farms. 
The AX 2000 has two CPUs, 2GB of mem- 
ory, eight Gigabit over copper ports, two G 
small-form factor pluggable fiber ports, 
and an 80GB hard drive. The AX 2100 has 
those same components, plus an additional 
two CPUs and two G small-form factor 



pluggable fiber ports; the 2100 also has 
dual 80GB RAID 1 hard drives. 

All AX models feature carrier-grade hard- 
ware, the industry's best SSL and Layer 4-7 
price/performance, support for IPv4 and 
IPv6, and an industry- standard command- 
line interface and easy-to-use GUI. 



A10 Networks AX Series 



The AX Series is tlie industry's best price/ 
performance next-generation server load balancer 

(888) 210-6363 

www.al Onetworks.com/processor 
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REVffiW ■ 



"Security Power Tools": 
A Comprehensive Reference 



A Guide For Locking 
Down Your Network 

by Bruce Gain 
• • • 

The explosion of high-speed Internet 
access around the world and the preponder- 
ance of TCP/IP networks as potential tar- 
gets have compounded security risks. 
Adding further to the problem, IT budgets 
emphasize new technologies, while getting 
them to function properly and seeing an 
ROI often get more emphasis than properly 
locking new systems down. 

Unfortunately, most security books 
are not up to the task of offering a com- 
plete reference guide for what admins 
need to know. Some books may stress 
theoretical approaches at the expense of 
outlining practical instructions about 
implementing a strategy. Some guides 
may be short on theory but will offer just 
a few tools, which are insufficient in 
number and scope. Admins who rely on 
books as reference guides and to keep 
their skills up to date usually have a col- 
lection of security-related guides instead 
of a single volume. 

The authors of "Security Power Tools," 
most of whom are members of the security 
engineering and research department of 
Juniper Networks (www.juniper.net), have 



attempted to communi- 
cate what the book's 
cover says are "the best 
security tools on the 
planet for both black hat 
techniques and white hat 
defense tactics." The 
book comprises 23 cross- 
referenced chapters that 
offer tips and how-to 
descriptions of shareware 
and commercial tools. 
The coverage runs the 
gamut of technicality, 
from command-line oper- 
ations to programming 
tips to discovering hid- 
den exploits. 
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Security Power Tools 



Not For Beginners? 

The preface states that 
the book is for network 
security admins, engi- 
neers, and consultants 
who have at least inter- 
mediate-level skills. Its 
principles apply to very 
large networks, as well as to those of 
small to midsized enterprises. Still, the 
book's descriptions of the tools are very 
accessible. The chapter on cracking WEP 
encryption protocols, for example, details 
how easy it is to intercept and decipher 



Authors: Bryan Burns, Jennifer Stisa 
Granick, Steve Manzuik, Paul Guersch, 
Dave Killion, Nicolas Beauchesne, Eric 
Moret, Julien Sobrier, Michael Lynn, Eric 
Markham, Chris lezzoni, Philippe Biondi, 
and Avishai Avivi 



Publisher: O'Reilly Media 
Price: $59.99 
Format: Soft cover, 856 pages 



Wi-Fi data packets from 
unsuspecting users so 
that any aspiring 12- 
year-old hacker could 
learn how to do it. 

Some general managers 
and COO types are still 
not waking up to the fact 
of how vulnerable their 
data centers and networks 
really are. However, cer- 
tain chapters are acces- 
sible enough that they 
should convince any non- 
technical person who 
remains skeptical about 
the importance of invest- 
ing in locking down an 
enterprise's data. 

The book's six main 
technical sections cover 
reconnaissance, replete 
with network scanning 
tools; network penetra- 
tion tactics; backdoor 
control; defense; moni- 
toring; and discovery. A 
chapter on ethics and the law, by Stanford 
University's Jennifer Stisa Granick, who is 
also the civil liberties director with the 
Electronic Frontier Foundation, outlines 
real-life cases when the lines separating 
black from white hats become blurred. 



All That You Need? 

"Security Power Tools" is chock-full of 
relevant content that is also accessible and 
straightforward. But does the book offer the 
"best security tools on the planet"? 
Possibly, as this writer has not seen a more 
comprehensive guide. But no one book will 
ever serve as the only source for security 
knowledge. New tools and exploits have 
been created after the book was published. 
Besides reading books, the learning process 
also involves an almost obsessive hunt for 
new exploits, defense tools, and techniques 
through forums, newsletters, and other 
means. Still, "Security Power Tools" is 
almost guaranteed to offer any intermedi- 
ate- and advanced-level professional infor- 
mation and tools to fill in knowledge and 
memory gaps. 

Key Concepts 

^ The stated goal of "Security Power Tools" 
is to communicate "the best security tools 
on the planet for both black hat techniques 
and white hat defense tactics." Whether the 
book lives up to the claim or not, its scope is 
wide, with 23 cross-referenced chapters that 
offer tips and detailed descriptions of share- 
ware and commercial tools. Geared for 
intermediate and senior security profession- 
als, coverage ranges from command-line 
operations to programming tips to discover- 
ing hidden exploits. Some of the chapters, 
such as "Computer Trespass Laws: No 
Hacking Allowed" on ethics and the law, are 
accessible for those with only a basic knowl- 
edge of IT security. 



It's All Right Here, 
In A No-Nonsense Format 



Product Showcases 

Information Columnists 

Leading Manufacturers 

Technology News 
& Information 




es Make r« 



Don't Miss A Single Week. Call 800.819.9014 

or go to PROCESSOR .COM* today! 



Page 22 



Processor.com 



November 2, 2007 



Product of the Week 



Appliance-Based Firewall 
For The Value Market 



Barracuda Helps Eliminate Spam 
& Viruses From Your Email Server 



by Curt Hurler 

Every small to midsized enterprise 
wants good protection for its network. But 
not everyone has the money to buy a 
Cadillac version or the IT expertise to 
maintain a firewall and intrusion protec- 
tion system. That is where Barracuda 
Networks (www.barracudanetworks.com) 
comes into play. The Campbell, Calif., 
firm offers a wide range of spam and 
intrusion control appliances, scalable to 
almost any size. Its clients range from 
businesses with a handful of seats to those 
with 20,000 seats. 

With the appliance model, an SME sim- 
ply accepts delivery of the hardware and 
installs it in a rack. The hardware is pre- 
loaded with the required software. It is one 
of three ways the SME has to approach the 
market, says Michael Osterman, principal 
and founder of Osterman Research. He says 
a company can buy software and put it on 
its own server, subscribe to a hosted ser- 
vice, or go with an appliance. "Smaller 
operations — especially those without a ded- 
icated IT staff — should go with the hosted 
or appliance model," he says. "If you are 
buying your own software, it is much more 
difficult and expensive to do things right 
without a dedicated staff." 

The full family of Barracuda products 
includes its Barracuda Spam Firewall, Bar- 
racuda Web Filter, Barracuda IM Firewall, 
Barracuda Load Balancer, Barracuda Mes- 
sage Archiver, and Barracuda Web Appli- 
cation Controllers. 



Barracuda ■ 
Spam Firewall 



Description: Offers a wide range of appli- 
ance-based intrusion and spam protection 

Interesting Fact: With the Barracuda Spam 
Firewall, SMEs can get the same system that 
big-name enterprises such as Coca-Cola, 
FedEx, Harvard University, IBM, L'Oreal, and 
NASA use. 

(408) 342-5400 
www.barracudanetworks.com 



Spam Firewall To The Rescue 

The Barracuda Spam Firewall uses 12 
layers of defense, including network DoS 
protection, IP reputation analysis, sender 



of remote offices, each with a dozen or so 
employees requiring protection. The same 
system will protect all the locations. "It's a 
great way to go for that kind of situation," 
Osterman says. "For the most part, it is plug- 
and-play . . . install and forget." 

Osterman says Barracuda is a good 
provider at the lower end of the price scale. 
"They are perceived as the Ford Focus of 




authentication, virus scanning, spam finger- 
print checks, and Bayesian analysis. 

According to Barracuda Networks 
spokesperson Kylie Heintz, the Barracuda 
Spam Firewall is backed by Barracuda 
Central. This powerful 24/7 security opera- 
tions center has engineers who continuous- 
ly monitor the Internet for the latest spam 
definitions, viruses, and other email-borne 
threats and send automatic updates to all 
Barracuda Spam Firewalls in the field via 
the Barracuda Energize Update service. 

Unlike other solutions offerings, which 
often involve modules or add-on services, 
the Barracuda Spam Firewall is fully 
equipped with spam and virus protection; 
there are no add-ons or extra modules 
offered, Heintz says. Each model is fully 
equipped with the most powerful and com- 
prehensive feature set available. Customers 
pay a one-time purchase fee for the Barra- 
cuda Spam Firewall and a yearly subscrip- 
tion to the Energize Update service. 

"They cover the entire waterfront," 
Osterman says. Barracuda's sweet spot for 
the typical SME might be the operation with 
a home office of 500 workers with a number 



messaging security," he says. "Not expen- 
sive, but they do a good job." 

None of the Barracuda products require 
the user to install software or to make net- 
work modifications. "They push out 
updates to the appliance," 
Osterman says. "The user 
spends very little time man- 
aging them. You may have j/ 
to look at the occasional 
report, but mostly you set it 
and forget it." 

How It Works 

Barracuda Spam Firewall is an easy-to- 
use enterprise-class hardware and software 
solution that comprehensively evaluates 
each email using two main classes of 
sophisticated algorithms and techniques: 
Connection Management and Mail Scan- 
ning. 

During the connection management 
process, emails are filtered through five 
defense layers to verify authenticity of enve- 
lope information, and any inappropriate 
incoming mail connections are dropped even 
before receiving the message. Any emails 




that survive the connection verification 
process must then undergo a thorough mail 
scanning process that involves an additional 
seven defense layers of message analysis. 

The Barracuda Spam Firewall is an inte- 
grated hardware and software solution that 
protects your email servers. "It provides a 
powerful, easy-to-use, affordable solution 
to eliminating spam and viruses from your 
organization by providing 12 layers of pro- 
tection," Heintz says. 

The Barracuda Spam Firewall is compat- 
ible with all email servers and can fit into 
nearly any corporate or small business 
environment. A single Barracuda Spam 
Firewall handles up to 30,000 active email 
users. Multiple units can be clustered 
together for even greater capacity and high 
availability. 

Algorithms and techniques that the 
Barracuda Spam Firewall uses are continu- 
ously updated via the hourly Barracuda 
Energize Updates service. This helps SMEs 
stay ahead of the spammers as they come 
out with new and more nefarious ways 
around systems. 

The Barracuda Spam Firewall is de- 
signed to be virtually maintenance-free and 
can be up and running in 15 minutes, 
according to Heintz. Configuration of the 
Spam Firewall is done through a Web- 
based interface that is built into the system. 
There is no software to install and no CDs 
or floppies involved. 

Configuration screens are comprehensive 
and allow for a large amount of customiza- 
tion. However, Heintz says this customiza- 
tion is rarely needed because the Barracuda 
Spam Firewall comes with default settings 
and self-tuning parameters such that 95% 
of the options never have to be adjusted. 

Getting Started 

The standard deployment configuration 
consists of a single email server and a sin- 
gle Barracuda Spam Firewall. Administra- 
tors simply connect the Barracuda Spam 
Firewall to your network by assigning it a 
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new IP address and changing your MX 
record to point to the Barracuda Spam 
Firewall. Alternatively, you may also give 
your email server a new IP address and 
give the old IP address to the Barracuda 
Spam Firewall. 

Osterman notes that it is difficult to tell 
just how good any product in this space is at 
doing its job. "Spam is such a moving tar- 
get," he says. "It changes all of the time." 

Barracuda constantly pushes out updates 
for new threats. For the SME that wants 
good control without management hassles, 
Osterman says, "Barracuda is a pretty good 
choice." iM 
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NRF Says No To 
Holding Credit Card 
Numbers 



PCI Compliance 
Challenges 



Keeping Point-Of-Sale 
Equipment Secure 

by Bill Hayes 
• • • 

While credit card commercials show 
lines of dancing shoppers merrily swiping 
their credit cards and extolling the conve- 
nience of a cashless society, they do not 
discuss the very real threat of identify theft 
at the cash register. 

Monica Chauhan, director of embedded 
solutions for Solidcore (www.solidcore 
.com), a leading provider of real-time change 
control software, cites Gartner Group statis- 
tics showing that four out of five data breach- 
es occur at PoS (point-of-sale) systems. 

Lock It Down 

"These point-of-sale systems can be vul- 
nerable to exploitation if not properly locked 
down," Chauhan says. "For decades, embed- 
ded devices consisted of specialized hard- 
ware running proprietary software, but in 
recent times, there has been a shift towards 
standardization, such as Unified Point of Sale 
(UPoS) in the retail industry." 

"Standardization has enabled devices to 
become increasingly interconnected and 
has allowed for the use of off-the-shelf 
software on commoditized hardware run- 
ning commercial or open operating sys- 
tems, such as Windows XP Embedded, 
WEPOS [Windows Embedded for Point of 
Service], and Linux," Chauhan observes. 



According to Chauhan, greater system 
flexibility and quicker development time 
has created security risks for PoS equip- 
ment owners. 

Some Systems Are Vulnerable 

Robert J. McCuUen, chairman and CEO of 
Trustwave (www.trustwave.com), a security 
firm specializing in information security and 
compliance management solutions, agrees 
with Chauhan that many but not all PoS sys- 
tems are vulnerable to exploitation. 

"A little dial-up swipe machine is a low- 
risk device," McCullen says. "PoS equip- 
ment more prone to vulnerable exploitation 
are those that are computer-based and/or 
have Internet access; the risk lies in those 
two prime factors." 

According to McCullen, if a PoS system 
stores credit card track data, exploitation 
can occur, and swipe terminals can be 
exploited through tampering. 

"Generally, hardware swipe terminals 
have low exploit risk, rather a higher risk of 
tampering, and thus the tampering will 
allow hackers to read the cards, whether 
through a Bluetooth device used later to get 
the card data or other efforts to retrieve the 
information," McCullen explains. 

Chauhan points out other vulnerabilities. 
She claims that because today's PoS sys- 
tems are similar to networked PCs, they 
require constant patching. Chauhan says 
embedded systems have also become vul- 
nerable to unauthorized and inappropriate 
changes as they are handed off to others in 



the distribution channel. This often results 
in malfunctions and can cause the equip- 
ment to no longer meet PCI DSS (PCI Data 
Security Standard) requirements. 

PCI DSS Challenges 

Chauhan and McCullen agree that PoS 
equipment faces some unique challenges 
when complying with the PCI DSS. 

"Requirement 5 states that you must use 
and regularly update antivirus software," 
Chauhan says. Antivirus software can be 
very high overhead for a low-footprint PoS 
system, she notes; however, change control 
software can eliminate the need for 
antivirus software. 

For example, Chauhan explains that NEC 
Infrontia installed change control software 
on its PoS offerings and thus prevented 
unauthorized code from breaking unpatched 
systems. This allowed NEC Infrontia to 
remove the antivirus software that was 
impacting the performance of its devices, 
Chauhan notes. 

PCI DSS Requirement 6, "Develop and 
maintain secure systems and applications," 
presents unique challenges, Chauhan notes. 

"It is difficult for PoS equipment providers 
to ensure their systems sustain PCI compli- 
ance after they are shipped through the dealer 
network and get put into production at the 
retail location," Chauhan observes. 

According to Chauhan, StoreNext (www 
.storenext.com), a large supplier of technolo- 
gy and PoS systems for independent grocers 
and small chains, solved PCI DSS Require- 
ment 6 patching challenges by embedding 
Solidcore change control in its systems. 

"In addition, StoreNext was able to 
reduce the amount of time spent on month- 
ly test and patch distribution cycles by 
reducing its patch frequency to quarterly," 
Chauhan states. Chauhan also claims that 
the PCI auditing requirement can be met 
through change control software. 

Go to Page 26 



Last month, the National Retail Federation 
Senior Vice President and CIO David Ho- 
gan sent an open letter to the Payment 
Card Industry Security Standards Council 
stating that retailers should not be storing 
credit card data. Hogan wrote that the only 
data that retailers should retain for credit 
card payment disputes is an abbreviated 
receipt with its credit card transaction code. 

Gartner Group distinguished analyst and 
Vice President Avivah Litan agrees. A former 
World Bank manager of 15 years, Litan says 
that the NRF's suggestions make sense. 

"The banks and processors are the compa- 
nies earning the revenue from fees mer- 
chants pay to accept card payments; a big 
chunk of those merchant fees go to cover 
risk and fraud, so they are already paying 
for continuing security," Litan explains. "It's 
time for them to get what they pay for." 

According to Litan, the card industry should 
update the payment protocols for stronger 
security. "Everything would have to change in 
the process flow to accommodate the new 
design — technically, it's simple; logistically, it 
would take a lot of time and would require a lot 
of moving parts to come together," Litan says. 

"But in the end, it would take less time, 
work, and money than compliance with the 
current PCI requirements demand," Litan 
notes. "And it's the right strategy to take. 
Everything else is putting (bandages) on 
the old problems— the right way to proceed 
is to change the payment system and take 
card account data out of retailer systems." 
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Migrating To A 
Web Office Suite 



Is It Time For Your SME To Leave 
Microsoft Office For A Web Office Suite? 



by Will Kelly 

• • • 

Technology news has been abuzz lately 
with news of Web office applications 
launching from Google (www.google.com), 
Adobe (www.adobe.com), ThinkFree (www 
.thinkfree.com), and Zoho (www.zoho 
.com). Today's Web office applications 
range from the lightweight Google Apps 
Professional Edition to fully featured Web 
office suites such as ThinkFree Premium 
and Zoho Business. 

Jonathan Crow, director of marketing at 
ThinkFree, paints the current Web office 
suite market picture. "The adoption rate 
of Web office suites is opening up now as 
the huge giants are validating the space," 
he says. 

Web Office Suites Today 

Perhaps the best-known Web office suite 
is Google Apps Premier Edition, which 
combines Google Docs, Gmail, Google 
Calendar, Google Talk, Page Creator, and 
a customized Start Page based on iGoogle. 
Google Apps Premier Edition is a light- 
weight office suite when you compare it to 
Microsoft Office (www.microsoft.com) 
and other Web office suites. There is cur- 
rently no offline mode for Google Apps 
Premier Edition. 

Adobe recently acquired Virtual Ubi- 
quity (www.virtub.com), makers of Buzz- 
word, an online word processor based on 
Adobe's Flex technology, adding more 
weight to its services portfolio. The acqui- 
sition is expected to be completed by the 
end of the year. 



ThinkFree Premium, currently in pri- 
vate beta, takes a hybrid offline/online 
approach and includes ThinkFree Write 3, 
ThinkFree Calc 3, and ThinkFree Show. 
It also offers synchronization, which 
enables you to work on documents locally 
without having to be online, taking away 
perhaps the biggest objection to a Web 
office suite: "What happens if we lose our 
Internet connection?" ThinkFree Premium 



Technical Considerations 

One of the foremost technical considera- 
tions — the ability to round-trip office docu- 
ments back and forth between Microsoft 
Office and the Web office suite — is crucial- 
ly important, with ThinkFree and Zoho 
Business offering different approaches to 
this challenge. With the Zoho Microsoft 
Office plugin, Zoho Business users can 
save documents directly to Zoho Business 
from Microsoft Office and open documents 
directly from Zoho Business while working 
in Microsoft Office. ThinkFree Premium 



Document security is important, and the 
introduction of a Web office suite opens up 
some new security considerations for an SIVIE. 



is leaving private beta this month, with 
ThinkFree planning a two-tiered services 
offering to the public, launching in Ql of 
next year. 

Zoho Business, also currently in private 
beta, is due to go live in the first quarter 
of next year. It brings together Zoho 
Writer, Sheet, Show, Wiki, Planner, and 
Notebook. This portal-like Web office 
also includes Chat, Mail, Calendar, and a 
Start Page. Zoho Business also includes 
an offline option. 

Raju Vegesna, evangelist for Zoho, is 
careful to say that the Web office is still in 
the early stages and makes an analogy to 
the early days of the cell phone when they 
didn't have the full capabilities of landline 
telephones of the time. Today's cell phones 
and smartphones have features now ex- 
ceeding landline phones. 



Reasons For Staying Witli IVIicrosoft Office 



If it isn't broke, why fix it? Likewise, you shouldn't 
fall into the trap that it's just Microsoft Office 
(www.microsoft.com). Here are some reasons 
for sticking with Microsoft Office: 

• Microsoft products are designed for consis- 
tency and interoperability. 

• While the Web provides universal access, 
Microsoft Office on a PC runs regardless of 
connection speed and Internet connectivity. 

• Document format wars aside, Microsoft 
Office dominates the office suite market. 



meaning you'll be exchanging Office docu- 
ments with customers and partners for the 
foreseeable future. 

Users are familiar with Microsoft Office, 
meaning the migration to a Web office suite 
is going to incur training, documentation, and 
support costs. 

The immaturity of today's Web office suites 
means they may not support templates and 
macros your organization is currently using 
to streamline and automate work. 



offers a Save Local feature, enabling users 
to save documents from ThinkFree applica- 
tions to a local hard drive, as well as an 
upload feature to transfer documents back 
to the server. 

Microsoft Office has become a front-end 
for back-end applications, and Web office 
suites aren't yet mature enough to have 
APIs (Application Programming Interfaces) 
to tie into back-end systems. 

Business Considerations 

There are some business considerations 
you need to address when migrating your 
SME to a Web office suite. By virtue of 
legal, compliancy, and security issues your 
SME might be facing, a hosted Web office 
service may be out of the question. 
Therefore, if this is the case, you need to 
hone in on Web office solutions that you 
can host on premises. 

Perhaps your SME is moving to or 
already uses a standard baseline for your 
PCs, augmented by giving your employees 
an allowance to purchase needed software 
for their business usage. Crow offers up a 
Web office suite as the corporate standard 
to everybody in the organization with the 
Microsoft Office power users and those 
who must use Microsoft Office able to pur- 
chase Microsoft Office with their business 
software allowances. 

Drew Jones, information worker solu- 
tions manager for CDW (www.cdw.com), 
encourages SMEs to do a thorough analysis 
of their Office user communities' require- 
ments. He sees the new wave of Web office 
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suites as "dumbed-down" applications 
without the rich feature set of Microsoft 
Office and with a server platform that's 
insufficient for today's knowledge worker. 

Security Considerations 

Document security is important in orga- 
nizations, and the introduction of a Web 
office suite opens up some new security 
considerations for an SME. ThinkFree' s 
Crow cites the management tools within 
ThinkFree Premium that lock down docu- 
ments on the server. 

According to Vegesna, Zoho is taking a 
slightly different approach to security with 
its product plans, including SSL encryption 
between the server and the user with files 
encrypted on both the server and client side. 

"How does it work with the rest of your 
security?" is the first security question you 
should ask when researching Web office 
suites, according to Jones. He cites the value 
of Microsoft's centralized security model 
because it offers a core security platform for 
managing document security and user access 
vs. having to manage and control security 
across disparate security platforms. 

Complementing IVIicrosoft Office 
With A Web Office Suite 

"Software as a service is all about 
Software plus Services — not either/or; it's 
about 'and.' Some say that everything will 
be run out of the cloud (as a service) and 
that in the future we won't have to deal 
with infrastructure management issues. We 
believe it will be a combination of local 
code (software) and cloud-based services," 
according to a Microsoft spokesperson. 
Microsoft sees the Web as an extension of 
the Microsoft platform. 

Microsoft Office, Web Office Suites 
& Your SME 

The launch of ThinkFree Premium, Zoho 
Business, and even Google Apps Pro- 
fessional Edition does put some compelling 
office suite options on the table for SMEs. 
However, Microsoft Office is an underpin- 
ning of many workforce processes on and 
off the books, so a careful user analysis is 
necessary before migrating to a Web office 
or determining if a hybrid Microsoft 
OfficeAVeb office solution will bring pro- 
ductivity and economic benefits to your 
SME. . 



Companies Ripe For 
A Web Office Suite 



SMEs seeking to extend secure office suite 
access to users who aren't assigned a PC 
full time (for example, factory workers) 
Startup companies seeking a low-cost 
office suite alternative 
SMEs seeking to outsource their office 
suite maintenance and document security 
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AdventNet ServiceDesk Plus 
Improves Efficiency 

Manage Help Desk & IT Assets From This Comprehensive Tool 



SME HELP DESKS FACE many challenges, 
and the better management tools they put 
into place, the more time they can spend 
with internal customers vs. dealing with 
admin and overhead tasks. Such tools also 
offer a great paper trail for when the boss is 
at your door asking for service metrics. 

AdventNet launched the newest version 
of its ServiceDesk Plus, a comprehensive 
help desk and IT asset management soft- 
ware offering request management, asset 
tracking, purchasing, contract management. 



self-service Web portal, and knowledge- 
base. It comes in Standard, Professional, 
and Enterprise Editions to suit SMEs plan- 
ning for future growth. 

Putting these tools on an intranet provides 
SMEs a consistent interface to a number of 
sundry administrative tasks that take IT and 
help desk staff away from contributing to 
the business. Implementing an online 
knowledgebase is also valuable for enabling 
users to search for their own solutions first 
instead of pestering the IT staff. 



The purchasing and contract management 
modules can help your SME standardize 
and centralize these functions, perhaps for 
the first time in the IT department, with the 
resulting economic benefits. 

This single solution for IT asset and help 
desk management offers SMEs a full cradle- 
to-grave approach on how they manage and 
support their IT assets and user community 
at an economical price and doesn't require 
an expensive professional service engage- 
ment to deploy in your SME's enterprise. 

If your SME is standardized on ITIL to 
manage enterprise IT assets, you'll be happy 
to know that the ServiceDesk Plus Enter- 
prise Edition is ITIL-ready and covers the 
ITIL modules for Service Support, including 
Incident Management, Problem Manage- 
ment, Change Management, and CMDB 
(Configuration Management Database). 



Implementing an all-encompassing IT 
asset and help desk solution such as 
ServiceDesk Plus 7 can be a boon to SMEs 
seeking an easy-to-manage solution for 
getting a handle on IT assets and help desk 
management. 



AdventNet ServiceDesk Plus 7 



Standard Edition starts at $495; Professional Edition 
starts at $1 ,495; Enterprise Edition starts at $2,995 

Combines powerful help desk and IT asset man- 
agement tools in a Web user interface 



(925) 924-9500 
www.adventnet.com 
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Helping To Stretch 
IT Budget Dollars 

Pre-Owned Equipment, Reseller Services 
From Horizon Datacom 



by Sixto Ortiz Jr. | 

• • • 

In today's it environment, CIOs, net- 
work administrators, and other decision 
makers are always looking for that extra 
monetary edge that will allow them to 
stretch thinning budgets further. And a sub- 
stantial part of most IT budgets is the pro- 
curement of computer hardware, such as 
servers, desktops, and networking gear, as 
well as the disposition of surplus or used 
equipment that is no longer needed. I 

Horizon Datacom (www.horizondata 
com.com) is a Columbus, Ohio, -based 
reseller of pre-owned data communications 
equipment. The company specializes in 
providing this type of equipment for a vari- 
ety of customers, including end users, I 
resellers, brokers, and service and repair 
companies. Also, the company provides a 
number of other value-added services. 

Horizon Datacom At Work I 

Randy Murray, vice president of market- 
ing and operations for Horizon Datacom, 
says the company provides two primary ser- 
vices: purchasing excess network hardware, 
such as routers, switches, and wireless 



access points, from customers who want to 
sell and providing refurbished gear for cus- 
tomers who want to buy. According to 
Murray, the company differentiates itself 
from competitors by providing customers 
with assistance from trained account man- 
agers and network engineers who work with 
customers to define their requirements, rec- 
ommend the right hardware, and provide 
any consulting services required for installa- 
tion and configuration of the gear. 

According to Brett Miller, senior telecom- 
munications analyst with The Longaberger 



Company (www.longaberger.com), which 
makes handcrafted baskets and other home 
and lifestyle products. Horizon Datacom 
provides a service that is not available from 
a lot of retailers in the marketplace servic- 
ing its geographical area. Miller says 
Horizon Datacom is filling a void by 



providing like-new, refurbished networking 
gear at a reduced cost. "There are no other 
companies in our area that provide this type 
of service," says Miller. 

Beyond the sale of networking products. 
Horizon Datacom provides other value- 
added services. According to Murray, these 
include the purchase of customers' excess 



hardware, network engineering consulting 
advice for assisting customers with the 
planning and deployment of their network 
infrastructures, refurbishing and redeploy- 
ment of customers' existing hardware (and 
the addition of a new one-year warranty for 
refurbished/redeployed gear), and general 
asset recovery and disposal. 

"Although Horizon Datacom focuses on 
network hardware," says Murray, "we can 
provide these broader services, including 
bonded data handling and destruction, as 
well as 100% recycling." 



Having the ability to obtain quality refur- 
bished gear from Horizon Datacom meets 
Longaberger' s hardware procurement 
needs by allowing the company to stretch 
its IT budget dollars much further. The 
company saves IT budget money by being 
able to purchase pre-owned gear instead of 
brand new, more expensive equipment. 
Taking this approach gives Longaberger 
decision makers the financial latitude to 
do more with their IT budgets, such as 



tackling projects that go beyond the mere 
procurement of new equipment. 

"By offering like-new networking com- 
ponents at a substantially reduced cost. 
Horizon Datacom allows us to free up 
some of our budget for other projects while 
still making sure we get the type and quali- 
ty of gear we need with excellent warranty 
coverage and great customer service," 
Miller says. 

In order to provide gear that functions 
like brand new. Horizon Datacom puts 
equipment through a rigorous testing 
process to ensure everything sold is in good 
working condition, says Murray. Beyond 
testing, he adds, the company also physi- 
cally refurbishes most equipment, including 
performing repairs, replacing missing parts, 
and even repainting. And the company's 
end-to-end quality control processes ensure 
customers receive the exact gear they 
ordered exactly when they need it, accord- 
ing to Murray. 

Meeting Customer Needs 

When Longaberger first worked with 
Horizon Datacom, the company was simply 
trying to add some wireless access points to 
an existing infrastructure, says Miller. "Not 
only were they able to meet our needs with 
two Cisco 1230 series access points," he 



notes, "but they were also able to acquire 
two new 12dbi antennas, as well." 

In general. Miller says Horizon Datacom 
provided the services of knowledgeable 
sales and engineering staff who wanted to 
make sure The Longaberger Company had 
what it needed to get the job done. Miller 
says, "They even took the time to follow up 
on some of our purchases to make sure the 
installs went as planned." 

According to Horizon Datacom' s Mur- 
ray, the company devotes a huge amount of 
time and energy talking with customers — 
who run the gamut from small businesses 
to Fortune 100 companies — and making 
sure it understands their needs. "We think 
customers value the experience," says 
Murray. 

Overall, The Longaberger Company's 
Miller says he can't think of any negatives 
that occurred while working with Horizon 
Datacom. Miller feels the company has 
met his expectations of performance, and 
he wouldn't hesitate to recommend it to 
other companies seeking similar types 
of services. 

Keeping An Eye On The Bottom Line 

Horizon Datacom enhances a seemingly 
pedestrian task, the buying and selling of 
pre-owned equipment, by providing expert 
advice and consulting services to ensure its 
customers are purchasing the right equip- 
ment and installing and deploying it correct- 
ly. Also, by repairing and refurbishing used 
equipment, the company is able to provide 
equipment that works like new but is much 
less expensive. By providing these services. 
Horizon Datacom has met the need of The 
Longaberger Company for a reliable suppli- 
er of networking equipment that works well 
but won't break the IT budget. 



I Horizon Datacom 

A reseller and buyer of pre-owned data 
communications equipment; beyond buying 
and selling equipment, the company pro- 
vides consulting services to help business- 
es with installation and deployment of 
equipment 

"By offering like-new networking compo- 
nents at a substantially reduced cost, 
Horizon Datacom allows us to free up 
some of our budget for other projects while 
still making sure we get the type and quali- 
ty of gear we need with excellent warranty 
coverage and great customer service," 
says Brett Miller with The Longaberger 
Company. 



(614) 847-0400 
www.horizondatacom.com 



Horizon Datacom provides two primary 
services: purcliasing excess networl( liardware 
from customers wlio want to sell and providing 
refurbished gear for those who want to buy. 
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New Backdoor 



Threats 

Malicious Code Writers 
Staying A Step Ahead 

by Sandra Kay Miller 
• • • 

The war against computer and network 
viruses has long been referred to as an 
"arms race" by many seasoned malware 
researchers. The latest trend in threats from 
Trojan horse code and backdoors is no 
exception. Criminals are utilizing cutting- 
edge technology and automation to stay 
two steps ahead of security vendors. 

"We have seen a steady increase over the 
last year or so from malware being distrib- 
uted typically through email now shifting to 
the Web factor," says Dmitri Alperovitch, 
principal research scientist at San Jose, 
Calif., -based Secure Computing (www 
. securecomputing . com) . 

A recent study by Google (www. google 
.com), showed as many as 10% of all Web 
sites are host to some type of malicious code. 

The reason for this shift is simple; most 
businesses and enterprises have focused pri- 
marily on messaging security and protecting 
email systems by scanning for malware and 
preventing executable code from entering 
enterprise networks through email. Web 
security has centered more on preventing 
users from accessing certain types of content. 

Roger Thompson, a seasoned security 
researcher who is the CTO at Exploit 
Prevention Labs (www.explabs.com), 
agrees. Throughout his 20-year career in 
the security industry, Thompson has also 
witnessed backdoors and Trojans morph 
into an organized network of crime, cost- 
ing global organizations billions of dol- 
lars annually. According to Computer 
Economics' "2007 Malware Report," the 



total cost of damages due to malicious 
code reached $14.2 billion in 2005. 

Ryan Hicks, who heads up EarthLink's 
(www.earthlink.net) spyware research 
team, concurs. "If you look over the years, 
what used to be the primary threat was 
replicatable code — Trojans were a con- 
cern, but not a big one. Now if you look at 
it, the technology behind Trojans is at the 
top of everyone's list." 

Another change is that the installation of 
Trojan horses and backdoors is being target- 
ed at specific individuals from which valu- 
able information could be gleaned. Earlier 
this year, an attack was launched against 
major U.S. executives at many Fortune 500 
and Fortune 1000 companies in which an 
email message was sent to C-level executives 
masquerading as a complaint notification by 
the Better Business Bureau. The official- 
looking email addressed the executive by 
name and utilized the correct address and 
position in the company. The attachment pur- 
ported to be a copy of the complaint, but in 
reality, it was an active link to a Web site that 
automatically installed a Trojan on the exec- 
utive's machine, ultimately providing access 
to users' credentials and private information. 

Switching Gears 

"Traditionally, the Web security has 
taken a backseat to other security consider- 
ations," says Alperovitch. Recognizing this, 
criminals' techniques have evolved, and 
what they have discovered is that they are 
able to obtain a much higher return on 
investment by distributing Trojan horses 
and backdoors via Web sites. 

According to Thompson, "So much is built 
on the browser. When you open a browser, 
you're creating an instant tunnel right 
through the firewall. Firewalls are really 



good at keeping out network worms, and 
email filters are good at keeping out email 
worms, but when you open a browser, you're 
authorizing pretty much whatever wants to 
go on to come straight through the firewall." 

Alperovitch details how malware writers 
have moved out of traditional antivirus prod- 
ucts' reach by moving to an automated Web- 
based model for distribution. One of the 
methods malware writers have employed to 
elude traditional antivirus products is "server 
polymorphism," where malicious code can 
be easily changed at will. "As soon as the 
criminals realize the signature for the mal- 
ware has been identified by the major AV 
[antivirus] companies, they change malware 
to evade signatures and upload it to a new 
Web site. With some of the most sophisticat- 
ed viruses, we see them changing the code 
and uploading to a new Web site as frequent- 
ly as every 10 minutes," says Alperovitch. 

Another new technique that was first iden- 
tified last year and has really taken off is 
"fast flux," which makes it very difficult for 
ISPs to take down Web sites distributing 
malware. Fast flux allows criminals to utilize 
thousands of servers all hosted on the same 
domain. Using automated scripting tools, the 
domain name can be randomly changed or 
pointed elsewhere every few seconds 
between servers deployed all over the world. 

"One of the biggest worms this year, the 
Storm Worm, uses as many as 50,000 dif- 
ferent servers to host the malicious code," 
says Alperovitch. 

Closing Bacl(doors 

With the advent of advanced interactive 
applications and real-time technologies, 
such as user-driven content and social net- 
working sites. Secure Computing has 
recently launched its Secure Web 2.0 Anti- 
Threat, or SWAT, initiative, which focuses 
on best practices, proactive education, and 
preventive technologies for enterprises to 
raise awareness about Web threats. "En- 
terprises need to start focusing on proac- 
tive Web security. They need to start moni- 
toring their Web traffic; they need to 
deploy anti-malware technologies that are 
focused not on signatures but on intent- 
based malware detection, as we call it, that 
essentially takes a look at malicious code 
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Be On The Lookout 



Here is a list of 10 of the most prevalent mal- 
ware threats affecting enterprises today. 

1. Email-based malware 

2. Browser-based malware 

3. Internet-based malware 

4. Trojan horses and backdoors 

5. Root kits 

6. Spyware and keyloggers 

7. Bots and botnets 

8. Instant messaging-based worms 

9. Cell phone/PDA malware 

10. Target-specific malware 



and figures out what it's attempting to do 
as opposed to trying to figure out if it's 
been seen before," notes Alperovitch. 

Because the criminals have figured out 
how to repackage their code so frequently 
and begun hosting it on Web sites, it is vir- 
tually impossible for signature-based tech- 
nologies to catch up with this trend. Due to 
the exponentially increasing number of 
threats, focusing on localized detection is 
no longer sufficient. Alperovitch suggests 
identifying traffic passing through enter- 
prise networks from all over the world with 
sensors and using sophisticated behavior- 
analysis techniques to identify malicious 
traffic as malicious, as well as its point of 
origin, destination, and threat vector. 

Thompson points out that while the num- 
ber of malicious Web sites and malicious 
code are infinite, the exploits are the limiting 
factor. "The thing about exploits is they tend 
to get re-used," he says. Security vendors, 
such as Exploit Prevention Labs, are address- 
ing the changes in malware detection by 
designing scanners with the ability to spot 
exploits in the bit stream and kill the process- 
es through the host machine's device driver. 

"Nothing is sacred, and no one is safe," 
warns Thompson, and Hicks believes, "It's 
a battle that isn't going to go away anytime 
soon." J 



PCI Compliance Challenges 



Continued from Page 23 
Other thorny areas include data encryp- 
tion and user-based access controls, 
McCullen states. 

Armored POS Systems 

McCuUen says that merchants can deter- 
mine if their POS systems meet compliance 
requirements by checking out Visa's Pay- 
ment Application Best Practices, which can 
be found online in the Cardholder Informa- 
tion Security Program (CISP) section under 



the Risk Management heading on Visa's 
Merchants site (usa.visa.com/merchants). 
The CISP section's Tools And FAQ page 
also includes helpful information, including a 
list of payment applications that have been 
validated by Visa. 

"Those POS software-based systems that 
have been validated with the Visa Payment 
Application Best Practice (PABP) are more 
resistant to an attack," McCullen says. "For 
hardware-based devices like pin pads, certi- 
fication of compliance through the Payment 



Card Industry (PCI) Pin Encryption Device 
(PED) would lower risk of exploitation." 

Merchants who would like to use QSAs 
(Qualified Security Assessors) to validate 
their POS systems should consult a list of 
QSAs that Visa says are certified to perform 
Payment Application Security Assessments. 
The list can also be found on the CISP Tools 
And FAQ page. 

Chauhan suggests that to determine if 
their existing POS equipment and software 
is PCI-compliant, SMEs should ask their 
POS system providers what types of securi- 
ty measures are in place on the POS sys- 
tems. Merchants should ask their POS deal- 



ers to furnish a report of what software 
applications are running on the POS sys- 
tems, Chauhan says. 

"With change control software like the 
type Solidcore offers, this type of visibility 
and reporting is easily done," she notes. 

Reverse The Curse 

Merchants can counter the POS security 
breach trend by adopting systems validated 
by recognized standards, such as Visa's 
PABP. Using low-resource technologies, 
such as change control and traditional secu- 
rity controls, can help mitigate the risk of 
data exposure. 



A Winning 
Combination 



How Do You 
Research & Make 
Your Buying Decisions? 

The proven track record of Processor's 
print issue and Web site offer an 
unbeatable combination ! 




When you're looking for product or buying information, turn to the print 
issue for a wide variety of current products from our hst of hand-selected 
manufacturers and resellers. 

Once you're ready to buy, turn to our Web site to connect with companies 
offering the products and services you need. 




Physical Infrastructure 



$1 ,900 

New Product! 




Rackmount LCD Drawer With KVM Over IP 

i-Tech Superstore for Rackmount LCD Console Drawer 

• 15", 17", 19", and 20" is also available 

• Optional with 8/16 ports KVM 

• New integrated with Remote Access via CATS and via IP 

• New SUN Solaris Rackmount Keyboard 

Free ground shipping for all rackmount LCD KVM drawers 



I-TECH 
COMPANY * 

A c K fvl o u rsJ X s O L U X I n INJ 



i-Tech Company 

(888) 483-2418 
www.i-techcompany.com 



Physical Infrastructure 



Classic Series - Portable Air Conditioning 



GO 




Ideal For: 

• Server Rooms 

• Electronic Equipment 

• Primary, Supplemental, or 
Emergency Cooling 

Featuring: 

• Rentals and Sales 

• Installs in Minutes 

• Locations Nationwide 

MOVINCOOL 

PREFERRED DISTRIBUTOR 

IWs^inCDOi, Spotcooi SKI Ottks Piio are 



iilas Sales Memals. Inc. 

THE PORTABLE COOLING & HEATING SPECIALISTS 

Atlas Sales & Rentals Inc. 

(800) 972-6600 
www.atlassales.com 



For More Information Call: (800) 247-4880 
International Calls: (402) 479-2141 
Or Contact Us On The Web: www.processor.com 
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WHAT'S Happening 



Moving To 
Network Storage 

Network Storage & iSCSI Provide 

Big-Company Storage Options On An SME Budget 



by Sue Hildreth 

The it needs of growing businesses have 
gotten progressively more sophisticated 
during the past decade. But too often, their 
storage strategies have remained the 
same — a DAS (direct-attached storage) 
drive for each server. 

While that one-to-one model is a natural 
one for small startups with only one or two 
desktop PCs, it's not an intelligent approach 
for larger firms. As a company grows from 
one PC to many PCs, its storage strategy has 
to grow and change with it, says Drew 
Meyer, product marketing manager for 
Store Vault (www.storevault.com), a maker 
of storage hardware and software for small to 
midsized enterprises. Store Vault is a division 
of Network Appliance (www.netapp.com) in 
Sunnyvale, Calif. 

"We often see networks that started out 
as one PC acting as the server, with storage 
attached to that server. Then the network 
grew, and one day the IT person looks 
around and says 'Wow, I've got different 
servers with different warranties and differ- 
ent storage and a lot of application licens- 
ing headaches,'" says Meyer. 

It not only creates licensing headaches 
but results in more downtime whenever 
storage needs to be upgraded. 

"If one server needs more storage, you 
have to shut it down to add to it. Then 
you've got too much unused storage on 



another server because you overbought, yet 
that storage isn't available to any other 
server," Meyer notes. "But if you switch 
from the direct- attached model to the net- 
work model, you can manage your storage 
independently from all of these application 
servers, and you can slice and dice it as you 
want, whenever you want, without bringing 
anything down." 

NetApp, StoreVault's parent company, is 
a provider of enterprise storage and data 
management solutions, including Fibre 
Channel SANs (storage-area networks); 
HPC (high-performance computing) storage; 
enterprise systems; NAS (network- attached 
storage); virtualized storage systems; and a 
range of applications for storage manage- 
ment, backup and recovery, high availabili- 
ty, and archiving. 

StoreVault's flagship product is the 
StoreVault S500, an all-in-one storage 
appliance that supports NAS, SAN, and 
DAS, as well as Ethernet and Fibre Channel 
SAN, out of the box. With capacities rang- 
ing from 1 to 6TB, the S500 has a simple 
and intuitive management interface. Last 
month, the company also unveiled the new 
S300, which starts at less than $3,000 and 
supports up to 4TB, with eight drives. 

In addition, StoreVault sells a number of 
other hardware and software storage prod- 
ucts, including the StoreVault Fibre Channel 
SAN Starter Kit. StoreVault also provides 
applications for storage provisioning and 



management, replication and restoration, 
and backing up to tape. 

According to Meyer, a company should 
be considering a move to network storage 
when it has five servers. "That's when the 
management headaches go up fast," he 
says. "You've got the Exchange server, an 
SQL server, a Web server, and a database 
server — and all of them have to be backed 
up with different agents and software, dif- 
ferent degrees of uptime, and so on." 

iSCSI, An Inexpensive Option For SANs 

Meyers is an enthusiastic proponent of 
iSCSI as a protocol that can enable SMEs 
to afford more sophisticated storage strate- 
gies by allowing them to use a TCP/IP con- 
nection rather than more expensive Fibre 
Channel. It also saves a company from hav- 
ing to invest in new storage hardware when 
it needs to expand or upgrade its storage 
network. 

StoreVault. 

A NetApp Division 

"Most small companies do not have a 
SAN because SANs are very expensive — at 
least $5,000 just to get the basic network- 
ing equipment, not including the added 
storage costs," says Meyer. "iSCSI allows 
you to create a SAN using your existing 
equipment." 

The StoreVault S500 provides an iSCSI 
option that requires no networking equip- 
ment and is priced starting at just less than 
$5,000. 

Visualization For SIVIEs 

With a flexible network-based storage 
strategy, the IT manager of a small busi- 
ness can also do virtualization — something 
that only large organizations have typically 
been able to afford. 

Storage virtualization allows data and 
files to be stored in a logical space that is 



abstracted from the actual physical loca- 
tion. To support virtualization, the Store- 
Vault S500 has a virtualization component 
that consists of iSCSI LUNs and CIFS 
shares and the VMware ESX Server opera- 
tion system software that is installed on one 
server or on a cluster of servers. 

As Meyer explains, virtualization makes 
backing up and restoring data after a dis- 
ruption much easier, as IT shops can 
change and expand virtual storage on the 
fly. The VMware packages an entire serv- 
er — operating system, application settings, 
data, etc. — as a single file, which is then 
stored and managed by the StoreVault 
S500. Thus, it's possible to save the status 
of a server at different points in time, as 
well as replicate the files to a remote loca- 
tion or copy them onto tape for archiving. 

"Virtualization changes the game com- 
pletely when it comes to disaster recovery," 
says Meyer. "You're recovering entire 
computers at the touch of a button." 

The company first began to realize there 
was a market for storage virtualization 
among SME customers about 18 months 
ago, says Meyer. "We had people who 
came from businesses of about 150 people, 
who were aware of the technology and 
looked at StoreVault as a platform for 
doing virtualization within their budget." 

To take advantage of that budget-con- 
scious market, StoreVault has just unveiled 
a smaller version of the S500 — the S300 — 
which also supports virtualization. Ac- 
cording to Meyer, the S300 supports 
Windows NAS, Unix NAS, and iSCSI 
NAS. It doesn't support SAN or Fibre 
Channel, however. 

"You could start out with just one [S300] 
and virtualize a couple of systems on it," 
says Meyer. "Now, if your computer blows 
up, instead of waiting for the new server to 
come in, installing all of the applications, 
and then hoping you have all of the data 
backed up somewhere, you can simply turn 
on your virtualization files, click a button, 
and there it is." 



THREE QUESTIONS 



Software For 
All Businesses 

GFI Focuses On Network 
Security, Content Security 
& Messaging 



by Julie Sartain 

GFI DEVELOPS AND SELLS software products that address univer- 
sal business needs; for example, its three main product lines are 
network security, content security, and messaging. We asked 
Simon Reed, vice president of engineering, three questions 
about GFI (www.gfi.com). 

■ What are the biggest IT-related issues facing today's 
small to midsized enterprise? 

"Network growth, the threat posed by company insiders, and 
problems faced by IT administrators who have to make do with 
lower budgets and fewer resources," says Reed. 

Network growth. Every day, networks grow larger and more 
complex. Administrators must track and control network content 
and how it's used. It's impossible to manually audit all the net- 
work resources, and even though resource monitoring and audit- 
ing software is available, this creates more problems. The 
answer is to adopt integrated solutions. 



Employee and company insider threats. Threats come from 
both disgruntled employees who abuse their positions of trust to 
steal company data and uninformed individuals who may inno- 
cently make serious security errors. In addition, laptops are 
stolen, USB sticks are lost, and sensitive information placed on 
home computers leaks out. 

Default configurations and incorrectly configured counter-measures 
are also a threat. Security breach incidents can use weaknesses 
within unpatched systems, where vendors have already issued 
a security fix, but administrators have not deployed that patch in 
time. Uncontrolled use of convenience devices such as USB 
sticks, uncontrolled Web browsing. Web-based threats such as 
phishing sites, and email scams also pose an equal risk to com- 
panies and individuals. 

Finances and budgeting. SMEs are usually on tight budgets. 
Administrators are required to do more than just manage the 
network, help is minimal, and IT budgets are typically smaller 
than required to do the job. Administrators are painfully aware of 
the security risks, but it takes an enormous effort to convince 
management that any investment in IT or security is worthwhile, 
which is further exacerbated when IT administrators and man- 
agement fail to speak the same language. 

■ What should Processor x^^A^xz know about your 
company's products? 

GFI has nine products, which are easy to install, offer excellent 
price-performance, and are tailor-made to address problems 
without all the unnecessary bells and whistles. These product 
solutions fall into three areas: network security, content security, 
and messaging. 

GFI LANguard Network Security Scanner safeguards systems 
and networks from hacker attacks and security breaches. 



Administrators use this to scan networks, assess, identify, and 
rectify any vulnerability. 

GFI EventsManager monitors network security health and 
performance and provides real-time alerts when critical sys- 
tem and security events arise. GFI EndPointSecurity pro- 
vides granular, network-wide controls over the use of insider 
threats posed by portable storage devices such as iPods, 
flash drives, and USB sticks. And GFI Network Server Mon- 
itor is a network monitoring software that scans networks for 
failures or irregularities automatically and then identifies 
issues and repairs unexpected conditions before problems 
escalate. 

GFI MailSecurity is an antivirus solution that offers layers of 
protection through the use of multiple antivirus engines. GFI 
MailEssentials for Exchange/SMTP/Lotus is an antispam, anti- 
phishing package that filters email spam. And for non-work- 
related threats, GFI WebMonitor for ISA Server is available in 
three editions to effectively control what users are browsing and 
downloading in real time. 

For messaging, GFI FAXmaker for Exchange/SMTP/Lotus (a fax 
server) and GFI MailArchiver for Exchange (an email manage- 
ment and email archiving solution) are also available. 

■ What makes your company unique? 

"Price performance is undoubtedly our key differentiator," says 
Reed. "Priced to suit the needs of the SMB with limited bud- 
gets but in need of quality solutions. We are a small company, 
but we take pride in offering quality, best-of-breed solutions 
that really solve major issues for IT administrators. We under- 
stand our customers because we listen to them, what their 
needs are, and, accordingly, develop and tweak our products 
on a regular basis." 
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Physical Infrastructure 



M Series Power Distribution Units 

A Cyber Breaker on each outlet (M820C Plus) • Monitor 
current on each outlet (M 820C) • Schedule outlets on/off • 
SNMP management • Login/password security • Event logging 
• Give outlets descriptive names • Programmable stagger 
on/off times • Intuitive user interface 



CYBER@SWITCHING 



Cyber Switching Inc. 

(408) 436-9830 
www.cyberswitching.com 



Physical Infrastructure 



^ 24 Receptacles 



y LCD Display 

RS232 Access 

RPC 22 

24 Receptacle Remote Power Monitoring & Distribution 

Current, Voltage, Power, and Temp Monitoring 
LCD Screen Display 

RS232 Interface 120/208VAC 10,20,30A Models 
Power Distribution and Monitoring In One Unit 



BayTech 

(800) 523-2702 
www.baytech.net 



Physical Infrastructure 



Transfer Switch 




4 receptacles 
per side 



RPC18 

8 Receptacle Power Control / Monitoring w/Trans Switch 

• Current, Voltage, Power, and Temp Monitoring 

• Automatic Transfer Switch 

• RS232 or Network Interface 120/208VAC 10, 20, 30A Models 

• Turn On, Off, or Reboot any or All Receptacles 



BayTech 

(800) 523-2702 
www.baytech.net 



Physical Infrastructure 



NETWORK Series Network Rack 



Need a COMM rack with the 
rack rails moved to one side 
to accommodate large cable 
bundles? 

You have the option to slide 
your vertical rack rails hori- 
zontally as well as vertically. 
Set your rackmount width to 
19 or 23 inches. Talk about 
versatility! 

Slide the rack rails to one 
side of the cabinet, allowing 
for additional 4 to 9 inches, 
of space on the opposite 
side to run large cable 
bundles. 



Rackmount Solutions Ltd. 

(866) 207-6631 
www.rackmountsolutions.net 




RACKMOUNT 

SOLUTIONS, LTD 

where customer service matters 



Physical Infrastructure 




Modular 3-Phase Power Distribution 

Designed to take a 3-Phase in-feed and distribute single 
phase power via Basic CDUs that can be placed anywhere in 
the cabinet. Each Basic CDU has an associated LED meter for 
simple load balancing. The Master unit contains the LED 
meters, temperature/humidity probe input, serial connection, 
IP connection, and exclusive link port to connect an expansion 
CDU for linking together CDUs on different power circuits. 



w 

Server TechndosV/ Inc. 



Server Technology Inc. 

(800) 835-1515 
www . se rve rtech.com 



Physical Infrastructure 



Switched CDU CW-24V2 



9r 

Server TechnolosY, Inc. 



Power cycle individual or 
groups of outlets to remotely 
reboot network devices. 

• 208V to 240V Single or 3- 
Phase power at 20 or 30A 

• Access and Security: Web 
interface, SSL, SSH, Telnet, 
SNMP, LDAP, TACACS+, 
and RS-232 access 

• Environmental Monitoring 

• Fuse Retractor 

• High-Density 24 IECC1 3 



Server Technology Inc. 

(800) 835-1515 
www . se rve rtech.com 



Physical Infrastructure 




RS232 Access 
! Rebootable Receptacles 

RPC 14 

8 Receptacle Power Control and Monitoring 

Current, Voltage, Power, and Temp Monitoring 
LCD Screen displays power monitoring information 
RS232 interface, 120/208VAC 10,20,30A Models 
Turn On, Off, or Reboot any or All Receptacles 




JUL 



BayTech 

(800) 523-2702 
www.baytech.net 



Physical Infrastructure 




Meets any 
price! 



CoolCubelO 

RACK IT - STACK IT - MOUNT IT - HANG IT 
Tired of Overheated Server Rooms? The CoolCube 10 
Offers an Exceptional Cooling Solution for Electronics 

50% smaller than competitors, provides 10,000 btu/hr 
Installs into any 2- or 4-post 19" rack or is portable in room 
Automatic restart function for power outages 
Cost-effective for after-hours and weekend cooling 
Uses standard 1 15 VAC power source 



RACKMOUNT 

SOLUTIONS, LTD 

where customer service matters 



Rackmount Solutions Ltd. 

(866) 207-6631 
www.rackmountsolutions.net 



Physical Infrastructure 



Enterprise View CDU Manager 

Remote management of STI Sentry PDUs over IP 

View your entire system from Global View down to the rack 

level 

Centralized event logging with extensive logs and reports 
Thermographic mapping shows a visual depiction of hot 
spots in your data center 




Server Technology/ Inc. 



Server Technology Inc. 

(800) 835-1515 
www . se rve rtech . co m 



Physical Infrastructure 




Sentry 30-A Fail-Safe Transfer Switch 

Provides fail-safe redundant power to single-power corded 
equipment 

Fast Transfer Rate— Power interruption will not affect equip- 
ment uptime or performance 

Patented arc-suppression and power in-feed sharing tech- 
nology extend product life and performance 
High Density— 100 to 240V and 16/32A 



Server Technology Inc. 

(800) 835-1515 
www . se rve rtech . co m 




Server Techndo^y, Inc. 



Physical Infrastructure 



Solutions Start At 



$245 




Room Alert 24E 

Protect Your IT Equipment... Don't Walt Until It's Too Late! 

• Digital Temperature, Digital Humidity, Main / Digital Power 

• Flood, Smoke, Sound, Light, Entry, Air Flow, Cameras, Dry 
Contacts, Switch Sensors, and more 

• Alerting, Automatic Corrective Action, Logging, and more 

• Web Interface, Ethernet, SNMP, Wireless, and more 



AVTECH 

Software 



Avtech Software 

(401)847-6700 
www.avtech.com 



Physical Infrastructure 



Air Conditioned Server Cabinet 

• From 1,800 to 10,000 BTU 

• Rackmount and Sidemount 

• Three sets of L-shaped 
universal vertical rails 

• Base, casters, and leveling 
feet standard 

• Removable side panels 

• Lexan front door (or solid 
steel) w/ lockable handle 

• Steel rear door with lockable 
swing door handle 

• Avail, in heights of 24u, 30u, 
35u, 40u, 42u, 44u, 48u; 
depths of 24", 30", 36" and 
42"; widths of 19", 23"&24" 




RACKMOUNT 

SOLUTIONS, LTD 

where customer service matters 



Rackmount Solutions Ltd. 

(866) 207-6631 
www.rackmountsolutions.net 
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Physical Infrastructure 



4 Post 19" Relay Rack 




^ hergo' 



TECHNICAL 
WORKSPACE 
SOLUTIONS 



Vertical Mounting Space: 
12U,26U, 42U 
Offered in 3 Depths: 
24", 30", 36" Deep 
4 Heavy-Duty Steel 
Uprights 
4 Gliders 

Ships Knock-Down 
Easy to Assemble 



Hergo 

(888) 222-7270 
www.hergo.com 



Physical Infrastructure 



Rackmount Enclosure Cabinet 



19" Enclosure 

42 U X 36" Deep 

4 Mounting Rails 

Front and Rear Lockable 

Doors, choice of Solid, 

Tempered Glass, or 

Perforated 

2 Removable and Lockable 
Side Panels 
4 Dual Wheels 

On sale and ready to go! 
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<S> TECHNICAL 
WORKSPACE 
SOLUTIONS 



Hergo 

(888) 222-7270 
www.hergo.com 



Physical Infrastructure 



Technical Furniture 




^herga 



TECHNICAL 
WORKSPACE 
SOLUTIONS 



• 72"H X 30"W frame and leg 
assembly on flat levelers 

• (2) 30"W X 1 8.5"D mounting 
shelves 

• 30"W X 25"D leg mounted 

• Set of 1 9" rackmount brack- 
ets— 3.5"H x 1 2"D 

• (2) 30"W horizontal alu- 
minum tracks for mounting of 
flat panel monitor, keyboard, 
and mouse tray 

• Power/cable management 

• Optional locking and non- 
locking casters 



Hergo 

(888) 222-7270 
www.hergo.com 



Physical Infrastructure 




4-Post Server Rack 

19" or 23" EIA Rack Rails 

• Expandable Depth 
From 27"D to 45"D 

• 10/32 Tapped or Square 
Hole Rack Rails 

• 40U, 44U, 48U Sizes 

• Black Powder Coat Finish 

To Learn More, Visit: 
www.iscdfw.com 



ISC 



Information Support Concepts, inc 

Information Support Concepts Inc. 

(800) 458-6255 
www.iscdfw.com 
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EliteRAID ER104I - Expandable SATAto iSCSI 

Revolutionary 4 -i- 4 form factor. 

Expanding up to 8 drives with ES104T, MS4T and MS2T or 
other eSATA JBOD unit with eSATA connection 
Dual Gigabit LAN supporting MPIO, up to 200MB/S. 
Supports RAID 0, 1 , 3, 5, 6, 30, 50, 60, and JBOD. 
Simple setup via easily accessible web interface. 
Supports the latest 1TB hard drive. 



ANS 

ieital: 



www.sansdiqital.com 



Sans Digital 

(562) 949-1988 
www.iscsinas.com 



Storage 





R8 IP Series- Dual GbE ISCSI 

2U 8-Disk High Performance RAID Storage 

ioStor™, the place for simple and secure storage solutions, 
introduces R8IP series, a RAID embedded network storage 
designed to meet small & medium businesses needs. 
Featuring 8 hot swappable SATA l/ll HDD, supports RAID 
0,1 ,3,5,6, JBOD and online storage management and comes 
with completely integrated service pack to ensure your 
investment. 



w w w. iostor .com 



Store Simple & Secure 



ioStor 

(909) 297-1698 
www.iostor.com 



Networking & VPN 




Managed Switch Port Mapping Tool 

Windows software tool that communicates with a managed 
ethernet switch via SNMPv1/v2c and maps the physical port 
connections to MAC and IP addresses of the attached 
devices. 



Northwest 
Performance 
Software, Inc. 



Northwest Performance Software Inc. 

(866) 882-3389 
www.nwpsw.com 



Networking & VPN 




DS1M12 Stingray Multi-Function Instrument 

Powered from USB, Stingray needs no external power sup- 
ply. Stingray combines the functions of Oscilloscope, Data 
Logger, Spectrum Analyser, Volt Meter, Frequency Meter, and 
Signal Generator in a single instrument. Stingray features simul- 
taneous 12-bit sampling on both channels, a native sampling 
rate of 1 MS/s (20MS/S repetitive signals), and sophisticated 
hardware triggering, including delayed time base pulse width. 



III 

EasySYNC' 



EasySync 

(503) 547-0909 
www.easysync-ltd.com 



Networking & VPN 




Prices starting at 

$1 ,499 

with no per-port or per-server license fees. 



Barracuda Load Balancer 

The Barracuda Load Balancer integrates server load balanc- 
ing and network intrusion prevention into an affordable and 
easy-to-use network appliance. Ideal for data centers with: 

• Internet sites with high traffic requirements 

• Hosted applications using thin-client architectures 

• Other IP services requiring optimal performance 



MRAeUBA 

NEtWOfiKS 

Barracuda Networks Inc. 

(888) 268-4772 
www.barracuda.com 



lESSAGiNG & Telephony 
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iFAXmaker 
GFI FAXmaker for Exchange/SMTP 

GFI FAXmaker is an award-winning fax server that makes 
sending and receiving faxes an efficient, simple and cheaper 
process. It allows users to receive and send faxes directly 
from their email client and integrates with existing messaging 
clients and customized solutions. GFI FAXmaker is reliable, 
offers excellent price-performance and an immediate return on 
investment. 



GF! 



GFI Software Ltd 

(919) 379-3397 
www.gfi.com 



Services 



PoS Sales & Maintenance 




Pegasus Computer 
Marketing, Inc. 



PoS (Point-of-Sale) Barcoding 
/ Scanners / Barcode Printers 

Sales & Maintenance 

• Quality Service 

• Experienced Technicians 

• Fast Return 

• Servicing Major Brands 

Symbol • Intermec • Zebra 
Metrologic • Cisco Access Pts. 

Call Us Today! 



us Computer Marketing Inc. 

(800) 856-2111 
www.pegasuscomputer.net 



Clients 




Call for 
Price 



Think Savings. ..Think CompuSourceTech 

• Large Variety of Name Brand Printers 

• Confirmed Orders and Tracking 

• Refurbished 

• New 

• Factory Refurbished 

• Quantity Discounts 

We are an authorized reseller for New and Refurbished 
HP, IBM, Oki Data, Xerox and Lexmark Printers 



^ti^C€MnpuSourceTbch 



CompuSourceTech 

(866) 725-4100 
www.compusourcetech.com 
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GQlechnolagies HP Sales and Rentals 
Toll Free: 888-883-0360 





WW 


HEWLETT- 
PACKARD 







BUY • SELL • RENT • LEASE • REPAIR 



• SPECIALS • 



C6751A OfficeJet K80XI $85 

C8392A 7110X1 AlO $145 

C9660A LaserJet 4600 $750 

DesignJet 1550CI\/I+ 36" $6,995 



^075B 



Q1 273A DesignJet 4000 42" $8,995 

CI 31 6A 91 OOC Digital Sender $1 ,1 95 

Q591 6A 9200C Digital Sender $1 ,975 

C6074B DesignJet 1 050C+ 36" $5,495 



Color LaserJets 

LaserJet 8500DN $1 ,895 

LaserJet 8000DN $495 

LaserJet 4600DN $750 

LaserJet 2500L $345 

LaserJet 4550N $545 

LaserJet 4550DN $650 

LaserJet 8550DN $1 ,495 

LaserJet 5500N $2,350 

LaserJet 9500N $4,750 

LaserJet 9500HDN $5,500 

LaserJet 5500DTN $2,495 

LaserJet 5500HDN $2,795 

LaserJet 3500N $695 

LaserJet 3700N $1 ,295 

LaserJet 1500L $395 

LaserJet 4650DN $2,095 

LaserJet 2550L $275 

LaserJet 5550DTN $3,375 



C3985A 
C4089A 
09661 A 
C9795A 
C7086A 
C7087A 
C7098A 
C7131A 
C8546A 
C8547A 
C9658A 
C9659A 
Q1320A 
Q1323A 
Q2488A 
Q3670A 
Q3702A 
Q3716A 



C4709A 
031 98B 
077890 
O6075A 
04703A 
0601 9A 
Q 1254V 
Q 1274V 



Plotters 

DesignJet 7500+ 36" $1 ,895 

DesignJet 7550l\/l 36" $2,095 

DesignJet 800PS 42" $4,795 

DesignJet 1055OI\/l 36" $4,995 

DesignJet 20000P 36" $1 ,995 

DesignJet 5000PS 42" $5,295 

DesignJet 5500PS 60" $1 1 ,995 

DesignJet 4000PS 42" $10,995 



Call for all New and Used 
HP Equipment! 



• All above equipment is refurbished and 
carries a 90-day parts & labor warranty. 

• Visa, MasterCard & American Express accepted. 

• Many orders shipped the same day! 



LaserJets ^ 

LaserJet4 $175 

LaserJet 4+ $195 

LaserJet 4M+ $325 

LaserJet 5SI $495 

LaserJet 5SI IVIX $495 

LaserJet 5 $250 

LaserJet 5I\/I $295 

LaserJet 5000 $695 

LaserJet 4000 $295 

LaserJet 4000N $325 

LaserJet 4050T $395 

LaserJet 4050TN $445 

LaserJet 8150 $595 

LaserJet 81 50N $595 

LaserJet 81 50DN $795 

LaserJet 41 00 $495 

LaserJet 41 OON $595 

LaserJet 41 OOTN $695 

LaserJet 41 OODTN $895 

LaserJet 9000DN $2,795 

LaserJet 9000I\/IFP $4,795 

LaserJet 3300I\/IFP $325 

LaserJet 41 OOlVIFP $1,295 

LaserJet 51 00 $895 

LaserJet 51 OOTN $1,095 

LaserJet 4200 $695 

LaserJet 4200N $795 

LaserJet 4200DTN $1,295 

LaserJet 4300N $1,095 

LaserJet 9050DN $2,995 

LaserJet 4345I\/IFP $2,250 



02001 A 
O2037A 
O2039A 
031 66A 
031 67A 
0391 6A 
0391 7A 
0411 OA 
041 18A 
041 20A 
04252A 
04254A 
04265A 
04266A 
04267A 
O8049A 
O8050A 
08051 A 
O8052A 
08521 A 
08253A 
09 124 A 
091 48A 
Q1860A 
Q1861A 
Q2425A 
Q2426A 
Q2428A 
Q2432A 
Q3723A 
Q3942A 



360 Technologies Inc. 

15401 Debba Drive Austin, TX 78734 

www.360tech.com 
lnfo@360tech.com 



Toll Free: 888-883-0360 Tel: 512-266-7360 Fax:512-266-7366 IM:HPat360 



We carry a full line of NEW 
& CERTIFIED Tape Media 




Call ns tor a quote 

TODAY.' 

12-point test and 
inspection 

Certified for reuse 

Meets and/or exceeds 

nnanufacturer 

specifications 

Green-friendly 

Save on IT budget 

30-Day Money-Back 
Guarantee 

Lifetime Warranty 



We accept your old tape media 
as credit toward your purcttase. 



Eco-Stor Prices: 



AIT-1 = $24.43 each 
AIT-2 = $27.93 each 
AIT-3 = $35.87 each 

DLTIV = $16.99 each 

Super DLT1 = $28.97 each 

LTO-1 = $20.99 
LTO-2 = $23.99 
LTO-3 = $29.99 




STORAGE MEDIA 

YOUR BEST SOURCE FOR DATA 




BROKERS 



STORAGE 



(949) 757-0100 
www.Eco-Stor.com 




Thanks to DMD, we 
don't have to sit on 
our old computer 
equipment anymore. 



When it comes to IT equipment 
liquidation or disposal, we are 
serious. Let us worry about data 
security and destruction, EPA 
regulations, transportation, down 
time and insurance. Don't tie up 
your resources or take chances with 
your data or environmental issues. 

Call DMD today! 
(877) 777-0651 



We Purchase: 

Computers/Laptops 
Networking Equipment 
Power/Environmental 
Te I econn/ Network 
Complete Data Centers 
Printers 



We Offer: 

Asset Tracking/Reporting 

Deinstallation/Packing/Transport 

DOD Level Data/Mechanical Destruction 

EPA Recycling/Reuse 

Ongoing Support Plans 

Technology Refresh/Install Programs 



Find out why some of the top U.S. companies and Government 
Agencies call DMD Systems Recovery. 



NAID 



DIVID SYSTEMS RECOVERY, INC. 

A Slightly Different Company"^'^ 
Toll Free: (877) 777-0651 Phone: (602) 307-0180 Fax: (602) 307-0181 
Internet; www.dnndsystems.com 
Providing QUALITY GOODS and SERVICES for Industry. 
Member of AFCOM, Better Business Bureau, Chamber of Commerce. HP Authorized. Member of NAID (National Associati 



BBB 

for Information Destructioi 




CompuSotaceTbch 

Your Comptete Resource For Printing Equipment And Accessories 



Toll Free: 866-725-4100 
Phone: 614-444-4438 
Fax: 614-449-5649 
www.compusourcetech.com 



Lexm^\rk 



WHERE IT COSTS LESS 

o« MORE 



Hot Sellers! 

HP 2300 Inkjet 
HP 3000N Inkjet 
HP 1320N 
HP 2420D 
HP 4350TN 
HP 2840MFP 
HP 9000MFP 
HP 5550DN 
Lexmark E342N 
Lexmark C920 
Lexmark C760N 



We are an authorized reseller for New and Refurbished HP, IBM, Oki Data, and Lexmark Printers 
Call for our complete list of printers and accessories! 



Large Variety of Name Brand Printers 
Confirmed Orders and Tracking 
Refurbished 
New 

Factory Refurbished 
Quantity Discounts 




www. regentsales . com 



Plione: (817) 249-9950 
Fax: (817) 249-9069 

Email: Shensa@regentsales.com 



286778-B22 

3R-A385I-AA 

350964-B22 

3R-A4952-AA 

2867I6-B22 

3R-384I-AA 



BULLSEYE! 

1 5K, 1 46GB HDD Pluggable 347708-B2 1 
I5K, 72GB HDD Pluggable 
I5K, 72GB HDD Pluggable 
I OK, 300GB Pluggable 
I OK, 300GB Pluggable 
I OK, 146GB Pluggable 
I OK, 146GB Pluggable 

HP MSL6000 ULTRIUM 460 DRIVE AD605A 
FCA22 1 4 2GB 64BIT 1 33MHZ PCI-X 28 1 54 1 -B2 1 
48 Port 10/100 Switch Enhanced OsWS-C2950G-48-EI 
24 Port 10/100 Switch Enhanced OsWS-C2950G-24-EI 
LT03 Data Cartridges D2406-LTO3 
SDLT Media Bar Code Reader SG-XBARCODES-L8 

Regent Sales, Inc., Your "On Target" 
Choice For New, Used & Refurb Equipment 



$495.00 
$319.00 
$325.00 
$575.00 
$595.00 
$345.00 
$345.00 
$2,900.00 
$685.00 
$2,345.00 
$1,370.00 
$71.85 
$825.00 



authorized reseller 



m' COMPAQ 



CiSCfl SYSTEMS 



ProLiant • Alpha • StorageWorks • EH 



Reseller 



Quality • Integrity • Value 



CISCO 



NEW • USED / BUY • SELL 



NORTEL 

i==:=RTini=T 
bluesocket ^ 



AIRMAGNET 

@) Airwave 



Cisco Systfms 



Registered 
Partner 



Special 

Nortel BPS 2000 switch 
NLE Good as New $395.00 



The EntBrprise Mobility CofnpBny" 



' Trade-ins welcome! 
* Authorized service 
contracts available 



• Full Warranty on all products! 

• Role- Based networking experts! 

• Proactive threat management! 




888-8LANWAN 

CalL for Free Quotel (888-852-6926) 

801-377-0074 

Visit Us On the Web At: www.nle.com Fax Equipment List To 801 -377-0078 



EOIIIPMENI MAMSEMENT, IM 

Phone: (978)534-2074 
Fax: (978)534-5574 
Email: rob@emisolutions.com rico@emisolutions.com 
WEB: www.emisolutions.com 
42 Jungle Road, Leominster MA 01453 



401930-001 
MOTHERBOARD 



$1795 



311242-001 <i:idQnn 

CPQ System Board ^ ' 
SW3900 



AD599A 

HPMSL6030CR2-ULTRIUM $690< 
460 DRIVE LIBRARY-RACK 



^ A5583A 

HP SURESTORE El/20 $1650 
RACK LIBRARY-OPAL 



154850-002 ^j,rs^^ 
CPQ ESL9322 BACKPLANE $4900 
MODULE 



331196-B21 

CPQMSL60602-DRIVE 
LIBRARY RACK 



P SURESTORE E 
RIDGE FC 4/1 



$7900 



$2900 



283056-B21 <t1 Qnn 

SANSWITCH2/16-EL !>1 SUU 



287055-B21 (tOQnn 
SAN SWITCH 2/16 J>0»UU 



• Immediate Availabiltiy 

• Lowest Prices 

• Blind Shipment 



• TERMINALS • MEMORY • PRINTERS 
• DRIVES • PERIPHERALS • CPU'S 
• CONTROLLERS and MORE 



A minority owned business 



BUY. SELL. TRADE ALL BRANDS. 



November 2, 2007 



Processor.com 



Page 31 




WE BUY AND SELL 



7E CMAP. 

Computer Solutions 

(^NCR OKI^ PRIMTRONIX TallyGenicom WYSE 



NCR and HP Servers, 
Systems, Parts 
and Upgrades 

New and Refurbished 
OKI, TallyGenicom and 
i Printronix Printers 

New and Refurbished 
WyseThin Clients and 
i General Purpose Terminals 



Call Toll-free 800,457.8499 




$$ CASH $$ 



$$ CASH $$ 



media recovery 

Datacenter products and services 



WANTED! 

Magnetic Tape Media: 
9940 • 9840 • 3590 • LTO • SDLT 



Please Contact 

Al Bass 
214-630-9625 
abassignani @ mediarecovery.com 



Visit our new web site at: www.mediarecovery.com 




$$ CASH $$ 



$$ CASH $$ 




Pyramid Computer, your leading 
provider of branded appliance solutions, 
now offers our 3 NIC family of PCI cards 
based on Intel chipsets. Available in PCI, 

PCI-X, and PCI express versions. 

Please visit our Web site for more information. 



pyramid B 

computer ■ 



I Pyramid Computer USA 
I www.pyramid-usa.com 
I info@pyramid-usa.com 
866-745-3553 




We Buy Used 

Cell Phones 

for each 
^^11 phone! 



&pay 
up to 



Some pliones have iiq value. See current purchase prtce 
list for individual model prices at www.pacebud#r.ranii 

w ww.pacebutler.com 

1-800-248-5360 -(405) 755-3131 



PROCESSOR 



Subscribe Onllnel 

Go to www.Prooe8Sor.com 



PRINTRONOn 



QMS 



New & Refurnished 

PRIMTER^ 

SPARE PARTS • EpHANGES • SUPPLIES 

^0-AX • IGP™ 
Magnum® 

elian ce 
Corlf M MMIji 




www.datareliance.com 

Ph: 574-935-9550 Fx: 5^935-955^ 



SQs E L-I. 



I Call for a Quote Today! 

Quick Shipping 
I • In-house Technical Staff 
• International Shipping 



Phone 800-447-1156 
617-547-4005 
Fox 617-354-1417 
E-mail sales@ell.conn 

288 Norfolk Street 
Cambridge, MA 021 39 

For our complete 

online catalog 

go to www*elLcom 



SUN MICROSYSTEMS 



Sun Fire 

Sun Blade 

StorEdge 

3310/3510 Array 

Spares 

CPUs 

Drives 

Memory 

Entry/M id range Servers 



DEC/HP 



Alpha 
DecServers 
Comm. Gear 
VAX 

Memory/Disks 



CISCO 



Routers 

Catalyst Series Switches 
Network Modules 
Pix Firewalls 
Port Adapters 
VPN-i- Security Product 



www.ccny.com .■■ 

V 




Computer Connection 

I of Central New York, Inc. 



For all your IT Network & Security Needs 

BUYS / SELLS / TRADE-IN / SERVICE / NEW / USED 

yMs, C^.^^ Cisco Systems 

woun coMPAa ■■■ 

Rs:5RT-inEr Array Networks- BLUE-ARC. 

800-566-4786 



purchasing@ccny.com 



sales@ccny.com 




COMPUREX 

SYSTEMS CORPORATION 

Setving the IT Industry for 20 Years^ 



WANT 
TO BUY 



(800) 426-5499 

508-238-8250 FAX 
www.compurex.com 



• HP . COMPAQ . DEC 

• OFF-LEASE 

• SURPLUS/EXCESS 

• END OF LIFE 



BUY • SELL • LEASE • RENT • REPAIR 



BUY & SELL 



HARD DRIVES 



FLOPPY DRIVES • CDROMS • CONTROLLER CARDS 

New/Used/Pulls • Notebook/Desktop/Servers 
All interfaces and capacities 

www,drivesolutions,com 

818-718-6900 Ph, 818-718-6100 Fax 

email: sales@drivesolutions.com or purchasing@drivesolutions.com 



dbg 



DEC-Compaq-Cisco-Sun-SGI 



770-931-7732 

Fax 770-931-9416 

www. dbgweb . com 
salesp@dbgweb.com 



AlphaServer GS160 Model 16 

Base System for OpenVMS 

• DY-160CG-AA 

• One Alpha 21264 Processor 1224 MHz 

• Four Quad Building Blocks 

• One 14-Slot PCI Shelf 

• OpenVMS Operating System License 

ALSO AVAILABLE: 

• Additional 1224 MHz CPU w/SMP 

• Additional Memory 

• Additional PCI Shelves 

• Additional PCI Options 



2 Systems In Stock! 



Authorized COMPAQ' Reseller 
WE WILL BUY YOUR USED HARDWARE! 




InBus Has Intel 
Boards & Systems! 



InBus Engineering 
Has the World's Largest Inventory 
of Hard-to-Find 
Intel Boards and Systems 

6Pj;000 Square Fqp^^^ 

XYIi9.5?J^?!l?.s.oCJj?A^lPFO^upA'^^ 

J[nM5?EMPC_Deskt^^^ 

.^^iilll'-l .U'il J'A'i'.iYy.'li 



.\V.^Fr.?P.t^.QjlAlL?F<i^.ypts.and 

We Purchase Excess Inventory 

Call (925) 454 -2546 

InBus 

ENGINEERING 

www.inbus.com 

6233 Industrial Way, Livermore, CA 94550, Tel (925) 454-2500 Fax (925) 454-2501 




Ph: (877) 715-3686 ggj 
Information Fx: (405) 715-3682 

Technology WWW. itcchtrading. com 

Trading — . 

(§) — We Buy, Sell and Lease IBM 
m— AS/400 • RS/6000 • Servers 
® — System Upgrades 
® — Advanced 36 Systems 
(S) — Tape Subsystems 
® — Printers, Terminals, Modems 
(D — 21 Years Experience 



We Also Buy 
All Other 
Brands of 
Computer 
Hardware! 



800.421.6572 

Ph: 770.840.8994 • Fax 770.840.9228 
www.ismweb.com • info@ismweb.com 



IBM iSeries • IBM pSeries • Sun • HP9000 • Cisco 

We Buy, Sell, Lease and Provide Short and Long Term Rentals 
90 Day Warranty on All Refurbished Systems, Memory, Disk & Parts 
Call Us To Save Up To 90% On Used Certified Equipment! 

Call ISM for ALL your Midrange Computer Needs! 



BuvkSell 

^^a.WJJSED ROUTERS, SW 



SWITCHES, & NETWORK HARDWARE 



Domestic Toll Free 

1-888-443-3852 datanetw^rks 

www.dni-llc.com international 



Tel, 1-973486-0440 / Fax. 1-973-486-0445/ E-mail: prOdni-llc.com 

90 -100 Route 206. #290 Stanhope, NJ 07874 



WE BUY TAPE! 

DLT-LTO-AIT-AME-DDS-QIC-3480-3590-9840-Etc. 

New & Used - All Types of Data Tape Media 
Certified DATA DESTRUCTION Assured 

World's #1 Tape Buyer is The Data Media Source 
l-iighest values paid - Free pick-up at your site 
1-800-252-9268 www.datamediasource.com 
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ASA COMPUTERS 

(Experts on Customized Servers) 

Hardware Systems for the Open Source Community-Since 1989 
(Linux, FreeBSD, NetBSD, OpenBSD, Solaris, IVIS, etc). 

ido, Santa Clara, CA 95054 Tel: 1-800-REAL-PCS Fax: (408) 654-2910 URL: www.asacomputers.com 



Product Features 



- Rack solid Quality rackmount system 
with excellent cooling. 

- Custom OS including Linux, Solaris 
*BSD, MS Windows, Suse, Debian, etc. 

- Hardware and software Raid storage. 

- High density cluster nodes. 

- SATA - SCSI - SAS - Fiber Raid. 

- iSCSI and NAS storage appliances. 

- High end custom workstations. 

- On-site warranty support for most 
of our products. 



1U Server -ASA1 401 1 

- 1TB Storage Installed. Max-4TB. 

- Dual-Core Intel(r) Xeon(r) Processor 5030 

- 1GB 667MHz FBDIMMs Installed. 

- Supports 16GB FBDIMM. 

- 4 Port SATA-II RAID Controller. 
-4x250GB hotswap SATA-II Drives Installed. 

- 2x10/100/1000 LAN onboard. 

2U Server-ASA2121I 

- 3TB Storage Installed. Max-12TB. 

- Dual-Core Intel(r) Xeon(r) Processor 5030, 

- 1GB 667MHz FBDIMMs Installed. 

- Supports 16GB FBDIMM. 

- 12x250GB hotswap SATA-II Drives Installed 
- 12 Port SATA-II RAID Controller. 

- 2x10/100/1000 LAN onboard / 500W Red PS 



3U Server-ASA3161I 

- 4TB Storage Installed. Max-16TB. 

- Dual-Core Intel(r) Xeon(r) Processor 5030,^, 

- 1GB 667MHz FBDIMMs Installed. 

- Supports 16GB FBDIMM. 

- 16 Port SATA-II RAID Controller. 

- 16x250GB hotswap SATA-II Drives Installed. 

- 2x10/100/1000 LAN onboard./ 800W Red PS 

5U Server - ASA5241 1 

- 6TB Storage Installed. Max-24TB. 

- Dual-Core Intel(r) Xeon(r) Processor 5030, 

- 1GB 667MHz FBDIMMs Installed. 

- Supports 16GB FBDIMM. 

- 24x250GB hotswap SATA-II Drives Installed 

- 24 Port SATA-II RAID. CARD/BBU (optional). 

- 2x10/100/1000 LAN onboard / 930W Red PS 





Custom OEM Solution 



Custom chassis design as per your 
needs for your appliances. 

Custom Faceplates for your appliances. 

Custom logo printing. 

Facilitating in getting various 
certifications like FCC/UL/CE, etc. 

Custom installation of your images. 

Drop ship on your behalf. 



We have a highly qualified technical 
and engineering team consisting of 
Redhat, BSD, MCSE, CCNA, and 
ONE certified engineers. They are 
dedicated to address any question 
you may have with our hardware 
products. Our sales engineers are 
experts in providing you solutions 
that suit your needs while keeping 
your budget low.. 



8U Server - ASA8421 1 

- 10TB Storage Installed. Max-40TB. 

- Dual-Core Intel(r) Xeon(r) Processor 5030, 

- 1GB 667MHz FBDIMMs. 

- Supports 32GB FBDIMM. 

- 40x250GB hotswap SATA-II Drives Installed. 

- 2x12 Port SATA-II Multilane RAID Controller. 
-1x16 Port SATA-II Multilane RAID Controller. 
-2x10/100/1000 LAN onboard. 

- 1300W Red PS 



Please call us for father customization, 
and quantity orders 





EVAL Servers Available on Request. 

Since 1989, ASA has served customers like Cisco, Juniper, Caltech, Fermilab and most 
Universities, We provide total custom server solution with OS of your choice. Excellent 
pre-sales and post-sales support. Reliable hardware at most competitive prices. Please 
call or contact us for your next hardware purchase. 



inieD 



Xeon' 



1-800-REAL-PCS 



inside" 



core. 
Do more. 



Intel, the Intel logo, Xeon, and Xeon Inside are trademarks or registered trademarks of Intel Corporation in the U.S. and other countries 
Price and availability subject to change without notice. Not responsible for typographical errors. All brand names and logos are trademarks of their respective companies 



